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Abstract - The Robust and Energy Efficient Authentication Protocol works for Industrial Internet of Things.
The Internet of Things (IoT) is an arising innovation and expected to give answers for different modern fields.
The IoT enable connection of physical devices all around the world to the internet by collecting and sharing
critical and real-time data among each other. The increment of devices increases the computational cost
during data transmission between devices and towards the internet. In this paper we proposed a solution that
is a multi-factor authentication protocol to enhance the protocol proposed by Li et al. For Industrial IoT by
adding One Time Password (OTP) after the biometric information of the user is checked by the Gateway Node
(GWN) to be able to tackle additional network attack aside from those that are overcome by Li et al. scheme.
Our contribution for this project is, we proposed the solution that a multi-factor authentication protocol to
enhance the protocol proposed. For Industrial IoT by adding One Time Password (OTP) after the biometric
information of the user is checked by the Gateway Node (GWN) to be able to tackle additional network attack
aside from those that are overcome. The idea of adding OTP is inspired by where they scheme correlates to
biometric of user as well. Our proposal is lower cost than the three protocols regarding authentication
overhead and computational cost perspectives. Challenges and future directions of this paper examined the
security shortcomings of a client confirmation convention for WSN, which is as proposed by Chang and Le.
To address the normal security shortcomings of past protocols, we proposed a strong and energy effective
three-factor authentication protocol for WSN.
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1 Introduction

Mutual authentication and specifically multifactor authentication mechanism is not a new research paradigm.
Several researchers have proposed several methods to ensure secure authentication mechanisms in any
communication protocols (Khan et al., 2021) (Khan et al., 2019) (Maikol et al., 2020) (Khan et al., 2015) (Balan
et al., 2018). The Internet of Things (IoT) is an arising innovation and expected to give answers for different
modern fields. IoT is referring to the connection between millions and billions of physical devices that allows
sharing and collecting of data (Ranger, 2020). (WSN) wireless sensor networks as one of the essential innovations
of the IoT that can be utilized to gather the necessary climate boundaries for explicit applications. There are three
sorts of members in WSN; they are users, sensor nodes and gateway. Sensor nodes have restricted calculation,
power sources and gateway. Two authentication protocols for WSN and they are safer with amazing forward
mystery another one is lightweight. They are comparable, and the two plans contain of three stages, and they are
password change, registration, and authentication (Li et al., 2018).

The problem statement is that the IoT enable connection of physical devices all around the world to the internet
by collecting and sharing critical and real-time data among each other (Gope & Sikdar, 2019). The increment of
devices increases the computational cost during data transmission between devices and towards the internet. This

29



Journal of IT in Asia, Vol 09, 2021

gives rise to network congestion as the algorithms of encryption and number of operations performed in each
session escalates with the number of devices. Moreover, as the [oT devices are deployed in open and public spaces
of the internet, it is more prone for adversary to deploy internal and external attacks towards the network such as
Impersonation attack, spoofing, Replay attack etc (Gope & Sikdar, 2019) (Varanasi, 2020). It is needed to propose
a multifactor authentication scheme for IoT that involved lower computational cost and authentication cost plus
increase of network security assurance for the users.

Thus, our proposed solution to address the problem statement stated is a multi-factor authentication protocol to

enhance the protocol proposed by Li et al. (Li et al., 2018). The ideation of adding OTP is inspired by Imran et al.
(2017) where their scheme correlates to the biometric information of user as well. Method to solve the problem is
mainly on the Authentication phase where the OTPi sent from the Gateway for the user device to enter and sent
back to Gateway Node (GWN) to counter check (Imran et al., 2017). The OTP; is only sent to the device that
request for login access and it is only available for one login session, thus it is impossible to have the same OTPi
used for different session (Digital Guide Ionos, 2020).
Our contribution for this project is to propose a multi-factor authentication protocol to enhance the protocol
proposed by Li et al. (Li et al., 2018). For Industrial IoT by adding One Time Password (OTP) after the biometric
information of the user is checked by the GWN to be able to tackle additional network attack aside from those
that are overcome. The attacks that are able to be mitigated from the enhancement of the scheme should overcome
attacks that is to be discussed in Section V.

Aside from that, computational and authentication cost of the proposed scheme are considered as well to ensure
the proposed scheme is lightweight yet brings secure for IoT devices. Three other proposed schemes are taken for
comparison with our proposed scheme and more in depth explanation is in Section VI

Furthermore, this paper examined the shortcomings in security of a client confirmation convention for WSN
proposed by Chang and Le. It is presented in the examination that it able to forestall normal attacks at most time
and gives some ideal usefulness. In the interim, the security and execution correlations show that the proposed
protocol is strong than other comparable conventions with low computational cost, decreases the power
consumption and lightweight. Take IoT-based brilliant medical services for instance, the plan of lightweight
confirmation convention for asset restricted wearable gadgets, protection saving clinical information total plan,
and security saving clinical information distributing are open issues (Sethia et al., 2018). The proposed work can
be extended to enhance end to end security mechanism in network intrusion detection system or malware detection
system (Ahmad el al., 2021; Dildar et al., 2017; Khan et al., 2021; Khan et al.2017).

2 Related Work

In these recent years, communication between different IoT devices in various domain have been secured with
the implementation of authentication. Such implemented are introduced and constantly proposing an enhancement
of authentication in various work.

Sethia et. al (2018) presented a unique structure aimed at the NFC Secure Element (SE)-centred attestation and
mutual authentication on behalf of IoT admission utilizing NFC-based Host Card Emulation (HCE) style with an
end-client gadget such as a portable device. Near field communication (NFC) is a small-scale wireless machinery
that allows electronic devices to communicate easily and securely within a short distance that is only a few
centimeters (Christensson, 2019). Their proposed scheme provides a developer-friendly platform and even support
mutual communication and large amounts of storage, as well as other NFC modes. It uses an asymmetric algorithm
—RSA, and symmetric algorithm - AES encryption algorithms.

Feng (2020) enhanced the security protocol from Safkhani and Vasilakos (2019) to overcome the drawbacks of
security problems in RFID for healthcare system such as impersonation attacks, traceability attacks, replay attacks,
desynchronization attacks, time measurement attack and secret disclosure attacks (Feng, 2020). Mutual
authentication, message of tag in two different sessions, adding in random number etc. are the implementation
introduced in Feng proposed protocol. However, the proposed protocol possesses higher computational cost
despite lower risk of encountering network attack.

Banerjee et al. (2019) proposed a robust lightweight anonymous authentication protocol for IoT ecosystem that
is able to counter new attack like device impersonation. Their proposed protocol based on lightweight operations
such as "Physically Unclonable Functions (PUFs)", "fuzzy extractor functions", "one-way hash functions", and
"bitwise XOR operations" (Banerjee et al., 2019). The PUFs are intended to match an entry only to an output
based on a computer's physical microstructure. Each PUF circuit has its own challenge-response pair, which is an
input-output pair. While a high degree of reliability of a PUF can be established, noise in PUF remains a significant
problem. Therefore, fuzzy extractor is used to overcome the problem. The fuzzy extractor is affected by two
approaches, the probabilistic Gen (+) function and the deterministic Rep (- function). One-way hash functions for
data integrity are extensively used. Cryptographic one-way hash functions are engineered to be extremely
sensitive to even minor changes in the input. The proposed scheme requires the user U, the gateway node GN,
and the smart system SD to execute during the login and authentication process.
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Gope and Sikdar (2019) stated that IoT devices are often installed in open and public spaces, making them
susceptible to physical attack and the cloning attack. Traditional password or a hidden key using an authentication
system, in which a mutual secret is the only authentication factor, are insufficient to solve the security issues in
these scenarios. He proposed that any attempt to tamper with the computer, on the other hand, changes the actions
of the PUF embedded in it, rendering the PUF useless. Aside from that, his proposed protocol also employs the
key-hash feature and the challenge-response principle to not allow the adversary to attack. Plus, PUFs are resistant
to cloning which then makes it secure against the specific attack.

Cao et al. (2019) work on access authentication and distribution protocol with aggregation signcryption with no
bilinear pairings in the 5G network and it is also applicable in LTE network. However, it is not resistant towards
Quantum attack. By enhancing their previous proposed protocol, in Cao et al. (2019), an addition of lattice-based
homomorphic encryption is used. Encrypted messages from NB-IoT devices are sent using the public key of AMF
(access and mobility manage function) during the transmission. It will be able to mitigate MiM attack. This is due
to private key of AMF is needed to decrypt the message. Aggregation signcryption (signature encryption) was
used to mitigate DoS attack which also contributes towards avoidance of network congestion. Quantum attack
that occurs in the previous proposed schemes by Cao et al. (2019) is mitigated as well by the usage of private key
for decryption that disable the attacker to forge signcryption.

Li et al. (2020) designed SLAKA by applying the cryptographic hash function, the blurry extractor method, and
the XOR operations. It will be able to overcome attacks which are stolen or lost mobile terminal attacks, stolen or
lost wearable device attacks, man-in-the-middle attacks, password change attacks, user impersonation attacks,
wearable device impersonation attacks, and replay attacks. SLAKA uses timestamps during the message
transmission that is good in countering replay attack. Computational and communication costs of SLAKA
protocol is lower than the other existing schemes that are proposed in other work as comparison.

Li et al. (2018) proposed a strong and energy effective three-factor authentication protocol for WSN that
involves with user, password and biometric. Examination shows it can forestall most normal attacks and gives
some ideal usefulness. In the interim, the security and execution correlations show that the proposed protocol is
strong than other comparable conventions with low computational cost, decreases the power consumption and
lightweight. Hence, their proposed protocol is vigorous furthermore, proficient for IoT applications. IoT
advancements can be utilized in numerous fields, for example, brilliant network and keen medical services, and
there are numerous securities also, security insurance issues to be settled. Take IoT-based brilliant medical
services for instance, the plan of lightweight confirmation convention for asset restricted wearable gadgets,
protection saving clinical information total plan, and security saving clinical information distributing are open
issues.

3 Review Li et. Al Scheme

In this paper, we will be enhancing the proposed scheme stated by Li et al. (2018). Figure 1 below presents the
current scheme that is proposed by Li et al. (2018). From this scheme, we will be adding in OTP during the
authentication phase between the user and the gateway.

U GWN S
Inputs /D;, PW; and Bio,”
Computes ;'~Repf
a'=D, & h(ID)) PW=h(PWla/)
Ai=B/'®WRPW o)), C'=h(A|PW]loi")
Checks C;?7=C;, G Z, and
mp
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Figure 1 : Proposed scheme by Li et al. (2018)
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4 Proposed Solution

For this section, we have proposed a multi-factor authentication protocol to enhance the protocol proposed by Li
et al. (2018) for Industrial IoT by adding One Time Password (OTP) after the biometric information of the user is
checked by the Gateway Node (GWN) to be able to tackle additional network attack aside from those that are
overcome by Li et al. (2018) scheme . The ideation of adding OTP is inspired by Imran et al. (2017) where they
scheme correlates to identifying biometric information of user as well. Table 1 display the notation that is used in

the protocol.

Table 1 : Notations

Notation Description

Ui User

ID; Corresponding identity

PWi Password

Bio; Biometric information

ai, 1j Random number

RPW; Masked password

GWN, Xcwm Gateway node and its master secret key
Si, SID; The sensor node and its identity

OTP; One Time Password

XGWN-Ui Secret key shared between GWN and U;
TSM Timestamp

XG Secret key only known by gateway
Xow Gateway key that is shared with user

4.1 Initiation Phase

During initialization of the system, a long term secret key chosen by GWN, Xcwn, hash function as h(-),
implementing symmetric cryptography that includes encryption and decryption algorithm labelled Ex(-) and Dk(-)
respectively.

Apart from that, elliptic curve E selected by GWN is dependant with the finite field Fp. Then, an order
of large prime n by subgroup G of E is chosen by GWN while point P is the generator. Afterwards, private key
represent by x is bring out by GWN and the corelated public key X is calculated, where x € Z," n and X = xP.
Lastly, x is being kept secretly by GWN and parameters {E(F;), G, P, X}are produced.

For initializing sensor network, sensor node S; has its identity SID; selected by GWN. After that, the shared
secret key Xown-sj= h(SIDj || Xewn) is calculated by GWN. Xcwn-sjis kept by GWN into the memory of S;, and
the target area will be having sensor nodes deployed in it.

4.2 Registration Phase

For the user to be recognized being an eligible user for the system, the mentioned steps below are to be conducted
between the user U; and the gateway node GWN. By completing the registration phase, it will result of allowing
the Uito access the sensor data through their mobile devices according to real-time.
Step 1: Ui chooses an identity ID;, a password PWi and a random number. In the meanwhile, Biometric
information Bio; will be provided by Ui and extracted with fuzzy extractor [1] through their mobile device,
alongside Gen(Bio;) = (oi, Ti) is obtained. Next, masked password RPWi = h(PWi || ai) is calculated by Ui,
{IDi,RPWj, i}is submitted for GWN to register Ui mobile device.

Step 2: When registration request from Ui is received, GWN will first examine whether ID; is in the
database. If yes, a new identity will be asked from U; for submission. Else, Ai = h(ID; || Xewn) and Bi =
Ai@h(RPWi || i) will be computed by GWN, and GWN sends {Bi, Ex(-), Dx(-), X} to Ui through an
authentic manner.

Step 3: After obtaining the parameters sent by GWN, Ui determines Ai = Bi @ h(RPWi || o1), Ci = h(Ai || PWi ||
i), Di = ai @ h(IDi|| PWi || 6i), and stores {Bi, Ci, Di, Ex(*), Dk(+), Gen(-),Rep(+), X, ti} into mobile devices of Ui

4.3 Authentication and Key Agreement Phase

Whenever there is a need for Ui to access S;j sensor data, with the additional of OTPi during the authentication
process, Ui, GWN, and S; performed the stated authentication steps as listed below. By the end of authentication
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phase, a session key is shared among these three parties. Figure 1 presents the processes that is implemented
during this phase.

Step 1: Ui uses their mobile devices inputting ID; and PW; plus have their biometric information, Bio;
imprinted with fuzzy extractor. Then o; = Rep (Bio;,t;), a; = Di @ h(ID; ||PW: || a), RPW; =
h(PW; ||a;)), A; = B; @ h(RPW/ ||g}), C] = h(A]||PW;]|a}) is calculated by the mobile devices, and
checks Ci= C;. If there is more than one out of the three factors mentioned is invalid, login request will be
refuse by the mobile device. Else, next step will be performed. Two random numbers is produced, b; €
Zypand ri, and computes M = biP, Mx= bX, Mz = 1ID; @ Mz, Ms= h(ID:|| SID; ||M2 || ) and Mg =
EA{ [M,|| SID;||r;]. The login request {M,M3,Ms, TSM1} to GWN is then being submitted from the mobile

device.

_ /

Step 2: Upon login request is received, GWN calculates M2>= xM1, ID;: — M, & M3, Ai= h(IDi || Xown),(
?

M4 || SIDj||r{) = D,i[Ms], and checks M, = h(ID:SID;M> ri). TSM is checked to ensure real-time

transmission as it can be evaluated that is it being attacked by the adversary when there is a delay. GWN
will stop the login request when the equation does not hold. Otherwise, GWN generates the OTPy. OTPy
is generated by zu = Xu € OTPu, xu=h(IDi || Xawn-ui), yu = h(Bioi || Xewn-ui). GWN then sends back < z,
Xu, Yu, TSM2>to Ui.

Step 3: Ui extract OTPu=xu @ yu and send back the OTPureceived by the GWN with eu= OTPy @ yu.

Step 4: When GWN receives eu from Ui mobile device, GWN extract OTP." = e, @ yuand Checks OTP,"

< OTP.. If the OTP.* obtained is the same as OTPy, a random number 7, is generated by GWN, and
calculates X&WN—S]- = h(SIDj[|Xewn), Me= 7, ® h(IDiI”XéWN—Sj)’ M;=1,@1, M=
h(ID{|| SID]||7{||ry), My = Ey o [Mg]IM;||Mg|IID{]. At last, GWN sends {Mo} to ;.

J

XGWN-

Step 5: When Sj receives messages from GWN, (M'¢ || M', || M'g || ID";)) = DXGWN—sj[M9] , Ty =
Mg @ h(ID;' 1 Xewn-s;), r{" =1, @ Mj; is calculated by Sj and checks Mg = h(ID{|| SID; || r{"|| ) .
If Mg < h(ID{'|| SID; || r{"[| 7j) is not equivalent, the termination of session is conducted. If not, S;
generates a random number 7;, and calculates M;, =1; @® 1, , SK; = h(ID;" || SID; [|r{"|| 5l| 7}) ,
M, < h(SID; ||| 7 || SK;) and My, = EXGWN_S]_ [M1o || My1] - Then S; responses {Mi2} to GWN.
Step 6: Upon receiving response message by Sj, (M',]|M'{1) = Dy coyn—s.[M12] =M@ 1,
J

SK, = h(ID"; || SID'; || r'; || || ;) is calculated by GWN, M’y = h(SID'; [|7y || 7'; || SKy) is checked
afterwards. If they are not equal, the session will be terminated. Otherwise, GWN calculates M,, =1, D
My, M5 = r,j @ 7'y, My = h(M', || SKy) ,and Mys = E,;r1[My; || My3|| My4]. Then, GWN submits
{Mis} to Ui

Step 7: When receiving {Mis} from GWN, Ui calculates (M'y,|| M'13]| M'14) = Dy, [Mys] , 15" = My, ©

M, , 7' =Mis @1 SK; = h(ID; || SID; || 7; || 75 || 7'}) , and M';, < h( M, || SK;). Termination of
session is conducted if it is not equal. Else, mutual authentication is achieved among Ui, GWN and S;, and
a shared session key SK;(= SK,; = SK;) is provided between these three parties to ensure continuous
communication yet secure.

Figure 2 exhibit the process during the registration phase and authentication and key agreement phase.
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Ui
Inputs ID;, PW;, Bio;
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Figure 2: Proposed scheme diagram
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4.4 Password Change Phase

In an event where the user forgotten or wanted to renew their static password, this phase allows them to change
the password. The users able to change their password without sending any request to the GWN.

U; utilized their mobile devices and inputs ID;, PW;, and imprints the biometric information Bio; with fuzzy
extractor. Next, a request of password change is sent by the user. The mobile device from user then calculates
of = Rep(B), 7). a} = D; @ h(ID; || PW; || of), RPW{ = h(PW;|| a), 4} = B} @ h(RPW{ || o), and C{ =

h(4; || PW; || g{), and checks C{ < C; . If one of the three factors is invalid from the user’s input, the user’s mobile
device will decline the request for password change. Otherwise, U; a new password PW;**" can be filled in by
U;. In the end, C[**" = h(4; || PW*Y||0]), D**" = a; @ h(D;|| PW**"||g}) is calculated by the Ui mobile
device and replaces {B;, C;,D; } with {B**", C**", D[**"}.

5 Security Analysis

Through the improvement by adding in timestamps and OTP into the protocol, we were able to analyze the types
of network attack that can be mitigated and being more secure from adversary or ill-intention people. This section
provides a clearer picture on how the improvements and computational processes is implemented in the protocol
to mitigate attacks.

5.1 Quick Detection for Unauthorized login

Three factors are used in the proposed protocol to ensure authentication implemented is appropriate. If the
verification of user's biometric, identity, and password passed, the sensor data may only be accessed by the user.
Mobile device will be able to find out and decline unwanted logins triggered by incorrect password with the error
password checking mechanism. This verification procedure involved with three-factor is in AKA phase step 1.

5.2 Proper Mutual Authentication

GWN and U;'s mutual authentication is based on the shared secret information 4; = A(ID; || Xewn) and M2 = bixP,
where M: is created by Ui. 4: may be obtained from B; and D; using identity, password, and biometric data. GWN
may obtain Mz and 4; from U;'s login request message {M1, M3, Ms, TSM} using x. GWN and U; may authenticate
each other using the shared secret information 4; and M.

The shared secret key = h(SID; || Xown), which is kept in S/'s memory and may be obtained by GWN when it
receives SID; via the login request message, is used for mutual authentication between GWN and ;. GWN appear
to be a trustworthy towards sensor nodes and users in the proposed protocol. If both U; and S; are authenticated
by GWN, they think each other is legitimate.

5.3 User Anonymity and Untraceability

Assume that 4 intercepts the login request message {M,, M;, M;}!, where M, = b.P, M. = b.X, M; =1D; @ M., , M,
= h(ID: || SID; || M. || r;),and the two random numbers b; € and 7; . It is noticeable that without knowing x, 4
unable to expose ID; through the login request message, thus achieved user anonymity with the suggested protocol.
GWN, on the other hand, may retrieve U’s identification ID;by utilizing X, user identification verification is
enabled by our proposed protocol. Furthermore, with the variability of random numbers b; € and r,, dynamic
changes take place for each of the element in login request message. As a result, 4 is unable to track a specific
user over the public channel.

5.4 Resist Mobile Device Loss Attack

Mobile device loss attack is when through the exploitation of one’s devices such as tablets and smartphones to
get information or to download malicious application (Ismail et al., 2017). If 4 obtains U:’s lost mobile device, 4
can use power analysis attacks to extract the parameters {B;, Ci, D;, Ex(*), Di(*), Gen(), Rep(*), X, =} from the
device. Bi = h(1D: || Xewn) @ h(h(PW. || ai) || 03), Ci = h(h(1D: || Xewn) || PW: || 60), Di = ai @ h(1D: || PW: || av),
and U/’s biometric data extracts a random string o:. Since Bi, Ciand D; are computed from at least two of three
unknown lengthy random strings Xeww, ai and oi, the parameters retrieved from the mobile device by an attacker
A will not be able to correctly determine the identity and password. Hence, it will prevent mobile device loss
attack
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5.5 Resist Impersonation Attack

According to the AKA phase description, attacker require the ID; and 4, = A(ID: || x)’s information in order to
impersonate a trusted user and produce a successful login request. However, based on the description on user
anonymity and untraceability, the proposed protocol ensures user anonymity, with no party other than GWN being
able to get the user's identity ID.. According to the AKA phase, 4; can also be computed by GWN using x when
he/she obtains ID; or obtained by U from B; with the presence of PW,, a; and o.. As a result, attacker 4 will be
unable to get 4; without possessing the necessary information, and our protocol will be able to prevent a user
impersonation attack. Furthermore, x and Xowx as the secret keys are needed for an attacker to produce legitimate
communication messages to impersonate the GWN. However, GWN is the only one who knows about x and Xawn,
therefore the suggested protocol can prevent a gateway impersonation attack.

5.6 Resist Replay Attack

To prevent replay attacks, the suggested protocol uses a random number method. U, S; and GWN, respectively,
produce random numbers b, €, r;, r, and r; in each session of the AKA phase to calculate the communication
messages. Because the random numbers change constantly with each session, and the fresh random numbers
ensure the freshness of the communication in each session. As a result, our protocol is protected against replay
attacks. The timestamp used during the login request sent from user and the OTP sent from gateway able to counter
this attack as well as if the messages is sent and received longer than as expected, it indicates that the adversary
trying to get the message packets through the network and alter the contents of the messages (Kaspersky, 2021).

5.7 Sensor Node Anonymity

The identification of the sensor node is not sent in plaintext across the public channel in the proposed protocol.
Encryption of §'s identity SID; in the login request message M; is done and enables retrieval of GWN with x from
Ms when U wishes to access S's sensor data. Any attacker who does not know x is unable to get the identity of a
sensor node, SID,, thus the proposed protocol achieves sensor node anonymity.

5.8 Friendly Password Change

The proposed protocol enables the mobile device to rapidly identify illegal logins caused by incorrect passwords
and allows users to renew their passwords once the mobile device has validated their identification, biometrics,
and earlier password. As a result, password change phase in the proposed protocol is user-friendly, and it is stated
in the password change phase.

5.9 Resist Against Spoofing Attack

Spoofing is the where the adversary imitates or impersonates a trusted contact or brand to obtain one’s sensitive
information (Belcic & Farrier, 2021). The use of OTP can counter this attack as the adversary will be unable to
login although they obtained the user’s login details. Upon receiving the login details from the user Ui, the gateway
will send out the OTP.back to the user for them to insert accordingly through their mobile devices. The gateway
will then counter check whether the OTP. received from the mobile device is the same as what is sent out by

OTP." =OTP., where OTP," is obtained from the mobile device. Without the user’s device, the adversary is unable
to obtain the OTP. to impersonate the user to login.

5.10 Ensure Identity Privacy

The session key is generated, SK; = h(ID; || SID; || 7; || r’; 1 r’})when mutual authentication is achieved during

the M, < h( M, || SK;) is established upon receiving {Mis} from GWN and Ui computes it. A session key is an
encryption and decryption key that allows continuous communication between the parties. This can secure the
identity of Ui as a new session key will be generated by random and it will be discarded after the session is ended.
Thus, the use of session key will halt the attack from an adversary as each session comes with a random session
key which then secures the user’s identity (SearchSecurity, 2021).

6 Complexity Analysis

In order to facilitate the computational overhead comparisons, some notations are defined as follows.
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Ty : Time taken for a hash function operation

Txor : Time taken for a XOR operation

T : Time taken of a scalar multiplication using ECC

Ts: Time taken of a symmetric encryption/decryption

T4s: Time taken of an asymmetric RSA time using Chinese remainder theorem
Tr: Time taken of a fuzzy extractor operation

Tws: Time taken of modular squaring

Tsg: Time taken of squaring root solving

Tp: Time taken of pseudo random number generation

Usually, T is larger than Txand Ts. Txis the same with the Ts. By using the simulation result of the Intel T5870
2.00 GHz experimental platform (Wang et al., 2015), we have T = 1.226ms, Ts = 0.0021ms and 7 = 0.0026ms
respectively. By considering other schemes, we have T4s= 12.06ms (Feng, 2020), 7r= 63.075ms (Banerjee et al.,
2019), Tus = 0.021ms, Tsr = 3.481ms and T, = 0.021ms (Gope & Sikdar, 2019) respectively. The bit-wise XOR
operation (7Txor) is not included in this analysis because it is negligible as compared to other operations.

For the analysis of the authentication overhead, we assume 160 bits for the gateway’s identity and sensor node’s
identity respectively. The user’s identity length and timestamps are 80 and 32 bits respectively. Besides, the output
of the hash function and random numbers are also 160 bits. It is supposed that the point on the elliptic curve P =
(P x.Py)is 320 bits as P » and Py are x and y coordinates respectively which is 160 bits. ECC security remains
the same because RSA public key length uses 1024 bits (Barker, 2018). The ciphertext block is 128 bits. We
additionally suppose that the OTP length is 64-bits strings which will be shown as 8 decimal digits (Huang et al.,
2013).

We compare authentication and computational overheads with related protocols during the authentication phase
are shown in Table 2 and Table 3 (Feng, 2020) (Banerjee et al., 2019) (Sethia et al., 2018).

Table 2: Comparison of Computational Overhead among the proposed protocol and other schemes.

Protocol Total cost Total time
Sethia et al. 46T+ 258Ts+ 26T s 314.21ms
Banerjee et al. 31T + 2Ty 126.23ms
Feng 8Th+2Tms +26Tsr + 2T, | 10.84ms
Our proposed protocol | 207+ 8Ts+ 37w 3.746ms

During the authentication phase, the computational overhead of the proposed protocol is 77+ 2Ts+ 2T for each
user, 97, + 4Ts+ Tn for the gateway and 47), + 275 for the sensor node. The total computational overhead is 2075
+ 8Ts+ 3T» = 3.746ms. Table 2 summarizes the computational overhead for the compared schemes. The
computational overhead of Sethia et al. (2018) protocol is the highest as they consider more about the RSA and
AES encryption algorithms for asymmetric and symmetric encryption respectively. Banerjee et al. (2019) protocol
is higher than Feng (2020) protocol because of the addition of the fuzzy extractor operator. It is clear that the
proposed protocol is the lowest computational overhead as compared to that for other protocols. For the proposed
protocol, the sensor node carries out symmetric encryption/decryption operations and hash function only.

Table 3: Comparison of Authentication Overhead among the proposed protocol and other schemes.

Protocol No of messages | No of bits
Sethia et al. 10 27936
Banerjee et al. 3 2048
Feng 7 3648

Our proposed protocol | 6 3360

Table 3 shows the authentication overhead of all protocols. We can observe that the proposed protocol is lower
than Sethia et al. (2018) protocol and Feng (2020) protocol but is higher than Banerjee et al. (2019) protocol. The
total authentication overhead of the proposed protocol with six exchanged messages is 3360 bits. Sethia et al.
(2018) protocol is the highest authentication overhead which requires 10 messages with around 27936 bits for
communication since it uses much of the symmetric encryption. The proposed protocol is acceptable as compared
to the overheads of the Banerjee et al. (2018) protocol since the proposed protocol has four factor authentication
compared to three factor authentication of Banerjee et al. (2018) protocol.
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7 Conclusion

The Internet of Things (IoT) is a new technology that is predicted to revolutionize a variety of industrial sectors.
The IoT allows physical devices worldwide to connect to the Internet by gathering and exchanging important and
real-time data. As the number of devices rises, the computational cost associated with data transfer between
devices and to the internet increases. In this paper, we have proposed an improved scheme of Li et al. scheme
(2018) which is resist against spoofing attack and ensure identity privacy. The proposed scheme is to improve the
protocol presented by Li et al. with a multi-factor authentication protocol by adding OTP once the user's biometric
information is verified by the GWN. We have examined the security of our scheme and demonstrated that it is
impervious to several well-known attacks such as impersonation attack, replay attack, and spoofing attack.
Furthermore, complexity analysis that includes computational and authentication cost evaluations demonstrated
that the enhancement of the proposed method is more reliable than existing protocols with lower cost in
computational and presents reduction in power consumption significantly. IoT technology may be applied in a
variety of sectors, including smart healthcare and smart grid, several security and privacy concerns are needed to
be addressed. For example, in IoT-based smart healthcare, to create a authentication system that is lightweight for
resource-restricted wearable devices, the aggregation of medical data for privacy protection and the publication
of medical data protection remained as unresolved challenges. As for future work, researchers would need to
further study and specifies the privacy and security needs for applications that are loT-based and create solutions
that are suited to overcome these challenges.
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