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Abstract - The world of Wireless Cellular Communication (WCC) has achieved several top-notch
transformations. This is due to the increasing innovations in Channel Access (CA) techniques. CA can be
referred to as the methods of injecting life into a wireless network for the activation of varying air interfaces.
It can also be defined as a technique used to ensure the modulated signal is properly fit-in a required
communication channel for effective transmission. This transformation is recorded in every upgrade of air-
interfaces in WCC generations. Air-interfaces mean variations in communication systems, which is consistent
with frequency of operation ranges. WCC is divided into different successive generational shifts, which vary
in frequencies of operation, in a successive ten-year circle. Starting in the 1970s, it has so far metamorphosed
from Zero Generation (0G) through Fifth Generation (5G), with each air-interface frequency being activated
by its varying CA techniques. In trying to meet the changing customer’s demands and equipment
advancements, which are the increasing operational bandwidth and mitigation of loss of transmission
information, new and advanced air interfaces have now been assigned frequencies of deployment. This is
possible as a result of constant innovations and upgrades in CAs, which serve as the reagents in the
modification of modern wireless signal waveforms. This research conducted a survey on the existing
commercial air-interface generations of WCC systems so far achieved/deployed relative to its CAs. Trusting
that this will ignite researchers to conceive novel proposals on highly scalable CA techniques that will drive
up-coming versions of air-interface frequencies of WCC networks.

Keywords: WCC, Air-Interfaces, CA, Network Life, 0G, 5G.

1 Introduction

Cellular generations differ in four main aspects: radio systems, data rates, bandwidth, and switching schemes
(Kumar, 2015). Precisely, Wireless Cellular Communication (WCC) started in the early 1970s but was made
commercially available in the early 80s (Bliley’s Technology, 2017). Consequently, in just four decades (in a ten-
year circle rule), WCC technology has evolved from Zero Generation (0G) to Fifth Generation (5G). Its first
mobile network was fully achieved by the activation of First Generation (1G) frequencies. Mobile frequency
activation occurs as a result of the constant innovations and continuous advancement in Channel Access (CA)
techniques, in conjunction with the required bandwidth and frequency of operations (Lu & Zheng, 2020). This is
seen in the progressive performance of the wireless communication world. This transformation transits from 1G
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to the Second and a Half Generation (2.5G), to the Third Generation (3G) through 5G. 5G offers many advanced
network resources that equipment users never experienced in the past, while Sixth Generation (6G) is at the
developing stage with a projection of global coverage using technologies that could enhance the integration of
satellite-terrestrial communication.

The 6G generation is likely to benefit from Al emerging technologies. Generative Als, based on machine
learning/deep learning models that generate new data from large datasets, can also have a significant impact on
6G wireless technologies research. For example, they could be used to predict new points of communication links,
and find the fastest route for data packet transfer in the internet network. Other Al technologies, such as
evolutionary algorithms that use neural network controllers, can be hybridised with generative models to predict
optimal communication channels and network routes. For instance, the generative model can be used to generate
new data from existing data where the dataset are not large enough for the training of deep neural network whose
weights, parameters, or topologies/architectures are synthesized by evolutionary algorithms which are then used
to make improved predictions.

These aforementioned generations of wireless communication are all geared towards meeting users' demands,
equipment requirements, and advancements in wireless network services. This is obtained by overcoming the
limitations of previous generations in areas of data rate, bandwidth utilization, effective power allocation,
interference mitigation, and more.

To achieve the required network efficiency, various CA methods were proposed by scholars but the Multiple
Access (MA) techniques in the frequency, time, or code domain were more widely accepted and commercially
deployed (Liu et al., 2024). As illustrated in Figure 1, the Frequency Division Multiple Access (FDMA) technique
is used to drive 1G objectives, the Time Division Multiple Access (TDMA) technique is deployed in 2G and 2.5G,
and the Code Division Multiple Access (CDMA) is used to run the 3G and part of 4G. Advanced research to
overcome the drawbacks noticed in CDMA conceived the development of the Orthogonal Frequency Division
Multiplexing (OFDM) techniques that successfully made the 4G mandate fully realizable. A classical
advancement in OFDM technique known as the Cyclic Prefix-OFDM (CP-OFDM) also enabled the Long-Term
Evolution-Advanced (LTE-A) (Cai et al., 2018). The FDMA, TDMA, and CDMA are based on a serial kind of
transmission, which has the disadvantage of greater loss of signal strength and information caused by self-
jamming, adjacently placed symbols aliasing, shadowing, multipath fading, interference, and many more signal
distortions (Zahra et al., 2021). The OFDM CA, on the other hand, is also noticed to be subdued by strings of
signal anomalies, which results in transmission inefficiency (Zou et al., 2021). It is observed that in OFDM, the
radio wave resources are not effectively used because of its inherent exhibition of high Peak to Average Power
Ratio (PAPR) and Out-of-Bound Emission (OoBE). Its synchronous mode of transmission also impacted
negatively on its transmitted resources in achieving the required spectrum slicing for higher air-interfaces.
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Figure 1: Wireless network air-interfaces relative to each channel access technique

In order to relax synchronization and achieve the required asynchronous transmission to meet the present-day
proliferations of WCC devices and users’ services, special cases of OFDM CA techniques were developed (Zhang
et al., 2017). One of which is the Orthogonal Frequency Division Multiple Access (OFDMA). The OFDMA-CA
is orthogonally engineered to allocate subsets of subcarriers that are aliases to each other for the modulating of
the parallel data samples. This helps in overcoming the demerit experienced in earlier MA techniques (Arrano &
Azurdia-Meza, 2016; Ramadhan, 2019). These drawbacks of OFDM led to the development of more successive
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and modified versions of MA in the classes of Orthogonal Multiple Access (OMA) and Non-Orthogonal Multiple
Access (NOMA) transmissions (Liu et al., 2024). This is to enable the expectations of advanced air-interfaces in
the areas of peak data rates in ultra-high reliability, data rates in gigabits and terabits per second, extremely low
latency, and massive connectivity (Cai et al., 2018).

Some of the OMA CA techniques are Windowed OFDM (W-OFDM), Filter Bank Multi-Carrier (FBMC),
Universal Filtered Multi-Carrier (UFMC), Generalized Frequency Division Multiplexing (GFDM), Filtered-
OFDM (F-OFDM), and Feedback Filtered OFDM (FF-OFDM), and more (Sahrab & Yaseen, 2021; Augustine et
al., 2021). These OMA schemes can only support limited numbers of users due to drawbacks in the numbers of
orthogonal Resource Blocks (RB), which limits the SE and the capacity of the network (Cai et al., 2018). In order
to support a massive number of applications and dramatically different classes of users in 5G networks, various
new NOMA CA schemes were developed. Some of these emerging NOMA techniques consists of Power Domain
(PD), Pattern Division Multiple Access (PDMA), Lattice Partition Multiple Access (LPMA), Building-block
sparce constellation based Orthogonal Multiple Access (BOMA), Sparce Code Multiple Access (SCMA), Low-
Density Spread CDMA (LDS-CDMA), and their variants (Cai et al., 2018; Liu et al., 2024). Unlike the OMA, the
NOMA facilitate users to utilize the same spectrum with advanced transceiver configuration to manage
interference in multiple access. While the OMA techniques are driven by Fourier and spatial based techniques,
the NOMA is considered in both power, code, and spatial domain techniques (Liu et al., 2024).

Depending on the requirement, these classes of CA schemes make it possible for the message signal to be
suppressed or superimposed and modulated in an EMW radio domain with negligible loss in energy and
information. This advancement in the innovations of CA technique has proven its uniqueness of capability in the
area of accentuating useful signals from interference and many more signal distortions suffered by earlier
generations of wireless mobile technologies. The motivations behind this survey are to:

a) exploit on the successes and drawbacks of existing generations of WCC air-interfaces relative to their CA
schemes;

b) explore on the objectives of the present generation of air-interfaces relative to their CA schemes;

c) highlight on the need for more advanced and sophisticated access schemes with high scalability that could
overcome the Red Trend Curve (RTD) currently experienced in the 5G air-interface in order to drive the
upcoming resources of WCC generations; and

d) stress on the need for a paradigm shift in access technology using Al and/or the development of novel
frameworks to advance the course of Next Generations (XG) of air-interfaces.

2 The Evolution of Mobile Cellular Network Technology

In a ten-year cycle, the human society has been transformed through five generations of wireless mobile networks
of WCC evolution. These mobile generations are namely 1G, 2G, 3G, 4G, and 5G networks (Attaran, 2021). Each
generation of WCC has different landmarks in practice, capabilities, and values, which distinguish it from the
previous air-interfaces (Kumar & Sumit, 2021). 1G brought about the mass-market mobile telephony, 2G made
the wireless handover possible, and the reliable mobile telephony and global interoperability that made SMS text
messaging possible were provided by 3G. 4G also gave a significant improvement in high-speed and data
capability and made online platforms for mobile internet services available (Attaran, 2021). The most powerful
cellular wireless network recently unveiled is 5G. It is built with extraordinary data capabilities, infinite data
broadcast, and unrestricted call volumes. The 1G to 5G evolution was characterized mainly by a shift in the CA
methods using OMA and NOMA modulation schemes, which were also advanced to amicably meet the objectives
of 5G and Next Generation Multiple Access (NGMA) techniques (Chavez-Santiago et al., 2015; Liu et al., 2024).
These modulation schemes were also noticed with some inherent limitations that impede them from driving the
objectives of the next generation (XG) of WCC effectively. The five generations of wireless mobile networks so
far deployed are elaborated and the prospective 6G is also discussed.

2.1 First Generation

The WCC mobile air-interface mobile networks originated from 1G. It was developed in the 1980s using analogue
cellular technology with a frequency of 150 MHz and only operates on voice call transmission modulation (Salih
et al., 2020). It enables the use of multiple cell sites and the ability to hand-off calls as the user travels between
cells during a conversation (Attaran, 2021). It operates on circuit switching. The first commercial edition was
launched in Japan by NTT in 1979, and years later an upgraded version was launched in the US by Bell Laboratory
in 1984. 1G networks are built on a speed of 2.4 Kbps only and is based on Advanced Mobile Phone System
(AMPS) technologies. This is useful for language advantages and Total Access Communications System (TACS)
(Salih et al., 2020; Kumar & Sumit, 2021). The AMPS device is modulated and multiplexed to reduce radio
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communication traffic in frequency using FDMA. 1G has a frequency range from 824 MHz to 894 MHz and uses
a channel of 30 kHz (Kumar & Sumit, 2021). The FDMA has a limitation of allotting a single channel per carrier,
which results in lots of bandwidth wastage. It also has narrow bandwidth and high cell site cost. As such, it could
only transport one phone circuit at a time. This results in nonlinear intermodulation products. The intermodulation
frequencies also cause time consumption and Adjacent Channel Interference (ACI) in network planning.

1G WCC has several additional disadvantages, which include deprived battery lifespan, deprived sound quality,
inadequate storage, low telephone power, poor health, low-quality handling, low spectrum performance, weak
voice links, and unreliable handoff (Kumar & Sumit, 2021; Attaran, 2021). The utilization of analogue signals
(which are easily affected by impairment) is the biggest drawback to the 1G WCC scheme. This makes it slow
and less reliable in transmission (Kumar & Sumit, 2021).

2.2 Second Generation

The 2G WCC air-interface was built on digital standards (Attaran, 2021). It was launched in the early 1990s. It
operates on circuit switching. This was the first digital wireless network that enabled the advent of prepaid mobile
phones and helped in rapid phone-to-network signalling. It initialized the text messaging SMS on Global System
for Mobile Communication (GSM) networks and eventually on all digital networks. 2G has driven below a normal
GSM in Finland through 1991 (Salih et al., 2020). Its frequency ranges from 30 kHz to 200 kHz. The 2G wireless
networking networks of modes of inventions is based on these three: IS-136 in 1996, IS-54 (TDMA) in 1991, and
IS-95 (CDMA) in 1993. The drawbacks in TDMA are that each user has a predefined time slot so that users
roaming from one cell to another are not allotted the same time slot. The network is subjected to multipath
distortion, network and spectrum planning is intensive, and too few users result in ideal channels of
communication between rural and urban environments.

In advancement to 2G is 2.5G, which utilizes both circuit and packet switching modes of operation. The WCC
system of 2.5G is deployed based on General Packet Radio Service (GPRS), CDMA, and Enhanced Data-rate for
GSM Evolution (EDGE), which are embedded into the circuit of the wireless device (Kumar & Sumit, 2021).
Interestingly, the 2G and 2.5G digital capabilities allow signal data rate ranges of 64 kbps and 144 kbps,
respectively. This enables content such as strong signal quality, still imaging, text messages, and multimedia
messages (voice and image messages). Additional advantages of the WCC 2G digital system compared to 1G
include voice clarity, noise reduction, and battery power consumption reduction. Environment friendliness is part
of the benefits of digital signals; as such, to achieve safety in voice calls and data transmission, digital encryption
is adopted (Attaran, 2021). The biggest disadvantage of the 2G scheme to overawe the coming 3G scheme is its
slow signal speed as compared to users’ needs.

2.3 Third Generation

The 3G WCC air-interface provides high-speed data transfer capability for downloading information from the
Internet and for sending videos with the speed of 2 Mbps (Attaran, 2021). Its frequencies were first introduced for
commercial purposes in 1998. Its high-speed web surfing and video messaging operate on 15-20 MHz bandwidth
and a frequency of 2100 MHz (Salih et al., 2020; Kumar & Sumit, 2021). 3G WCC uses fully packet switching
instead of circuit switching, which is a great improvement over 2G (Attaran, 2021). In order to ensure stable
communication over long distances, 3G technology passes signals using a network of phone towers. 3G handsets
enable high connection speed of television content, massive media streaming of radio, and also provide video-
conferencing support. It is estimated to offer a real-time speed of 2 Mbps for uploads and a maximum of 7.2 Mbps
for downloads. An enhanced mobile telephony communications protocol in the mid-2000s developed an advanced
3G in the High-Speed Packet Access (HSPA) family, known as 3.5G, 3G+, or turbo 3G, which was implemented.
The Universal Terrestrial Mobile Systems (UTMS) and Universal Mobile Telecommunications System (UMTS)
operate based on 3G+ to have improved system capacity and higher data transfer speeds (Salih et al., 2020;
Attaran, 2021).

The 3rd Generation Partnership Project (3GPP) is an association saddled with the responsibility to form the 3G
standards and help in its deployment, which is in line with the International Telecommunication Union (ITU)-
approved frequencies framework. The International Mobile Telecommunications (IMT) 2000 normal is also
characterized by the 3GPP template (Salih et al., 2020). The 3G WCC network was first unveiled in Europe as
UMTS, whilst its American version is tagged CDMA 2000 based on the channel access techniques used. The air-
interface system for UMTS, known as Wideband Code Division Multiple Access (WCDMA) and Time Division-
Synchronous Code Division Multiple Access (TD-SCDMA), is also an additional version of IMT 2000 3G stock
coming from China (Kumar & Sumit, 2021). The major problem of the CDMA technique is synchronization and
self-jamming (Zahra et al., 2020). Another problem with CDMA is scalability because of the increasing demand
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for higher data and transmission rates, which degrade its performance with an increase in the number of packets
or users (Arrano & Azurdia-Meza, 2016).

The most important highlights for 3G WCC that make it better than its predecessors include increased data
transmission rates and bandwidth, improved broadband, high-speed connectivity, increased email usage, high-
speed web, 3D video games, mobile TV, TV calls, and power efficiency (Kumar & Sumit, 2021). The biggest
drawbacks for 3G that are required of 4G and other advanced generations of networks to curtail are service
operators' spendings of large amounts for 3G permits and infrastructures. Aside from the issue surrounding the
high cost and supply of phone services, the demands for high-power utilization and special hardware need to be
addressed (Kumar & Sumit, 2021).

2.4 Fourth Generation

The 4G WCC broadband infrastructure enabled seamless roaming from one device/network to another. It also
interoperates between existing and future wireless network facilities by ensuring flexible access (Salih et al., 2020;
Kumar & Sumit, 2021). 4G air-interface gives similar services as 3G but a little advanced multimedia, global
accessibility, video streaming, TV digital media wide range transportability through gadgets, simpler information
transferring, and many more. It was first launched in Stockholm followed by Oslo Norway in 2009 using Long
Time Evolution (LTE) 4G normal technology, which uses OFDMA, OFDM, and Single Carrier -FDMA (SC-
FDMA) as driven access factors (Salih et al., 2020). The 3GPP created LTE as a 4G Remote Interchange Standard
(RIS). The ITU as a regulatory body set-up a 100 Mbps speed for 4G at full velocity. It was developed with a
prospected speed improvements of 10-fold over the existing 3G technologies (Attaran, 2021). Its commercial
version was first deployed in the United States by Verizon in 2011.

The 4G download standard speed is around 14 Mbps through 150 Mbps. Its peak data rate of 1Gbps was enabled
by the American version known as LTE-A. It is an Internet Protocol (IP) based network, even for voice data. To
send and receive data in packets, 4G uses a standard communications protocol. This standard enables it data to
traverse all networks without being corrupted nor scrambled, that is, not all frequencies can be jammed illegally
and privacy infringements is improved (Kumar & Sumit, 2021). The new frequencies created by 4G means a new
path for the mobile tower. In its data transmission, the 4G WCC systems totally eliminated circuit switching by
adopting an all-IP network design (Attaran, 2021).

With its capability to allow users to download gigabytes of data even in seconds. The 4G WCC air-interface enable
users HD video streaming and web browse ability. Its technology turns smartphones into modern-age computers.
4G WCC frequencies fully complies with the proposal for high data rate and Quality of Service (QoS)
requirements implemented in wireless wideband, Mobile TV (M-TV), and Multimedia Messaging Service (MMS)
(Kumar & Sumit, 2021). The 4G's in its highlights has so far achieved 10Mbps- 1Gbps data rate, high security,
low per-bit storage cost, high-quality digital videos, provision in video content creation, higher battery use. Its
facilities run on a technology known as the evolved Node B (eNodeB) and mainly in the Evolved Packet Core
(EPC). The 4G network is effective for internet data rates but not good for voice services. These services are both
discharged into Wi-Fi or 3G wireless facilities, respectively. The aforementioned 4G drawbacks were anticipated
to be resolved by the 5G technology.

One of the most deployable technologies used in driving the 4G WCC frequencies is the OFDM. This is as a result
of increasing EU demands for better services. Between 2002 and 2004 the ITU and the 3GPP began studying the
technology that would be used in the upcoming networks (Arrano & Azurdia-Meza, 2016). This latter arose
because 3G CDMA-based systems were starting to experience problems in allowing further technological
progress towards the predicted transmission rates for the coming years, known as the Red Trend Curve (RTC).
When 4G was launched in 2010, the CDMA2000 (3G), obtained by intensive operations and perhaps by over-
straightening its limits of technology, was able to obtain a downlink data transmission rate of about 14.7 Mbps
using Evolution-Data Optimization Revision B (EV-DO Rev. B) techniques. EV-DO Rev. B is a
telecommunication standard for data transmission in radio signals, typically deployed to triple the peak broadband
data rate for broadband internet access in the existing EV-DO Rev. A.

The 4G WCC technology target has so far been successfully driven by OFDM and CP-OFDM schemes
(Ramadhan, 2019). The former has the limitation of large side lobe emission and high Peak to Average Power
Ratio (PAPR); the latter has poor spectral confinement, causes bandwidth wastage, and has an inflexible
waveform. These drawbacks could not drive the present burden of EUs (Ramadhan, 2019).
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2.5 Fifth Generation

The 5G WCC air-interface with the speed of approximately 1-10 Gbps, corresponds to the next frequencies of
mobile network standards that is beyond the 4G LTE (Attaran, 2021). The 5G networks provide lower battery
consumption, lower prices, and lower end-to-end latency than 4G wireless networks. These merits are because it
uses Ultra-Wide Band (UWB) networks, which is achieved as a result of its higher band breadth at low energy
levels. 5G system resources were in the market by the end of 2019 and began full commercial deployment in the
year 2020 (Kumar & Sumit, 2021).

In comparison to earlier air-interface, 5G WCC frequencies offer unlimited broadcast data and extraordinarily
high data capabilities. It works with the IP version 6 (IPv6) protocol. 5G is the present-day generation of wireless
mobile broadband technology. Its main features include higher speed, reduced latency, simultaneous support for
massive devices, energy saving, World Wide Wireless (WWW) Internet, proactive Software Defined Radio (SDR)
stability, high data capability, big data transmission, massive data transfer in Gbps, high-resolution TV programs,
multimedia newspapers, fast dial speeds, large memory telephones, smart hypermedia support, sound/visual
illumination, effective voice/video networking, and flexible web services. Also, it is more efficient and attractive
than previous generations of wireless technologies (Salih et al., 2020; Kumar & Sumit, 2021). In addition, it is the
requirement for the Flexible Network Operations (FNO) (Stasio et al., 2018). Some of the 5G capabilities are
summarized in Figure 2.
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Figure 2: 5G networks capabilities

Network traffic in 5G is dominated by streaming or video applications (You et al., 2021). The distinguishing
capabilities of the 5G WCC system include a user-experienced data rate of 0.1 Gbps, a peak data rate of 20 Gbps,
end-to-end latency of 1 ms, 500 km/h mobility, an area traffic capacity of 10 Mbps/m?, a connection density of 1
million devices/km?, improved spectrum efficiency of about 3 times, and increased energy efficiency that is 100
times that of the wireless communication systems of 4G. The 5G network is built to have more outstanding
features in network specificity (deterministic) latency, which uses Deterministic Networking (DetNet) for future
demand to guarantee round-trip latency with punctuality and accuracy.

The 5G WCC networking infrastructure standard is segmented into two (Attaran, 2021); these are:

i) Non-Stand Alone (NSA): This is the first 5G cellular network, which was commercially launched at the end
of 2019. The signal traffic and control plane of the NSA infrastructural standard is based on existing 4G LTE.
It is known as an improvement on the existing 4G LTE fast data architecture. NSA serves as the benchmark
for initial 5G WCC commercial service in the year 2019 and the basis used to set up the next stand-alone
standard/infrastructure.

ii) Stand Alone (SA): This is entirely a new core architecture. It made significant changes to how the wireless
control plane transition operates. The 5G WCC SA structure was released in the year 2020. It enhanced
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subcarrier encoding and more flexible network slicing. It is designed to provide users improved performance
at a low cost, better than 4G LTE and NSA.

Aside from NSA and SA, the 5G standards of WCC divide frequencies into two groups: Frequency 1 (FR1) (410
MHz - 7.12 GHz), also known as Sub-6G frequency, and Frequency 2 (FR) (24.25 GHz — 52.6 GHz) (Tikhomirov
et al., 2018; Dilli, 2020). Most early deployments are in the FR1 slot. Research is ongoing in using FR2 and
beyond, which are also known as Extremely High Frequencies (EHF) or millimeter waves (mmWave). The earlier
stage of the 5G WCC network is allotted to operate on 3 GHz to 30 GHz frequencies. The higher frequency
network of 30 GHz to 300 GHz is also booked for the microwave spectrum, which only allows short-distance
communication with over 1 Gbps bandwidth (Salih et al., 2020). The large bandwidth and short frequency offer
a more efficient network, which is experienced in its high-speed data transmission. The 5G technological scheme
is used to join all accessible computer networks with just one Machine World-Wide (MWW) (Kumar & Sumit,
2021). Its flexible interoperability with Cognitive Radio (CR) and the Unparalleled Multi-Mode (UMM)
stimulates effective functionality. Some of its top-notch functionality includes, simultaneously connected of
networks using various wireless technologies, enhance the customer’s location development, and incorporate
various schemes to solve problems.

The CDMA and BDMA are the basic access footings for the 5G WCC system. One of its objectives is gradually
achieved by the systematic adoption of filtered induced CA techniques to improve on the limitations of the LTE
OFDM multi-carrier types of modulation and coding scheme. The filter's design is an essential method in
generating the 5G waveform. Some of these improved versions of OMA CA that pave the actualization of 5G
WCC systems are the, FBMC, GFDM, W-OFDM, F-OFDM, UFMC, and FF-OFDM (Augustine et al., 2025).
The FBMC and GFDM are techniques based on pulse-shaping modulations, while F-OFDM, UFMC, and W-
OFDM are designed based on sub-band filtering modulation (Yang et al., 2020; Pandey & Sharma, 2020; Taher
etal., 2021).

To achieve better localization in the frequency domain and curtail the limitations noticed in OFDM, the filters in
FBMC are used on each target subcarrier and the absence of the CP leads to high spectral efficiency. GFDM
adopts a tail biting technique to shorten the cyclic prefix in OFDM, which may get better time-domain efficiency
compared with FBMC. The UFMC uses short sub-band filters to minimize tailing in the time-domain and its
constraints on filter length limit the OoBE suppression performance. The W-OFDM configures simple time
domain window and its enhancement of time-domain efficiency totally depends on shortening the effect of the
CP length, which is at the expense of sacrificing performance against multipath interference.

F-OFDM firstly divides its spectra into a series of contiguous sub-bands and the same filtering operation is
performed on the granularity of each user to mitigate OoBE and PAPR (Yang et al., 2019). Moving toward the
era of 6G, some of the notable drawback of the OMA schemes are the retention of chunks of interferences and
poor power management which also degrades the required functionality of the network. With this, researches have
proven that it cannot transmit effectively above FR1 objectives. The FF-OFDM is an advanced MA scheme built
on the successes and drawbacks of these 5G driven OMA algorithms using sophisticated Al induced algorithms
to curtail these limitations and advanced the course of next generation (XG) of wireless technology. In a parallel
shift, the NOMA techniques, such as the PD, PTMA, BOMA, LPMA, LDS-CDMA, SCMA, and their variants,
are developed to mitigate the excessive power and spectrum wastage in MA schemes. This is to advance the course
of transmission latency, effective power allocation, achieve ultra-high heterogeneous connectivity, higher
throughput, and improved SE (Liu et al., 2024).

The PD NOMA is a sophisticated power allocation and energy harvesting technique, the PTMA, BOMA, LPMA
are techniques based on multiplexing in multiple domains, whilst the LDS-CDMA and SCMA are driven by code-
domain NOMA. The PD has high SE and effective compatibility with other MA schemes but has drawback in
user pairing and generate propagation errors. Other NOMA schemes such as the PTMA are more diverse and has
low-connectivity receiver but it is difficult in design and create system redundancy in coding, the BOMA has
simple structure and low complexity receiver but disadvantageous in flexibility and also lack user pairing, and the
LPMA need not data user clustering but has limitation in channel coding specification. Furthermore, the LDS-
CDMA is more suited for wideband transmission but generates redundancy in coding, while the SCMA does not
need Channel State Information (CSI) and has more diversity than LDS but is characterized by redundancy in
coding and is difficult to design optimal coding.

The integration of power-domain NOMA with cutting-edge technologies such as visible light communications,
millimetre-Wave (mmWave)/terahertz (THz) communications, Multiple-Input Multiple-Output (MIMO), and
Unmanned Aerial Vehicle (UAV), led to a massive turn-around and effective interoperability to meet the expected
need of next generations of WCC networks.
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Without restriction, the 5G network relative to its CA techniques is envisaged to generate high-speed information
and networking everywhere. 5G WCC air-interface frequencies cannot operate effectively in remote area coverage
(You et al., 2021). This has limited some of its applications, especially in Unmanned Aerial Vehicles (UAV). It
is required of non-terrestrial networks like satellite communication to complement the terrestrial networks for
cost-effective, ubiquitous service and seamless communication availability. An example of this is the UAV
communication network, which is timely required for fast response in difficult and harsh terrains. The need for a
Maritime Communication Network (MCN) to provide ships with high-quality communication services is long
overdue; as such, a more versatile network to meet these present-day and futuristic demands is required.

2.6 Sixth Generation

5G will not meet all requirements of the future in 2030+ because of the proliferation of mobile devices and users'
demands. This has triggered researchers to start focusing on the 6G WCC air-interface (You et al., 2021). In order
to overcome the limitations of 5G, which include the provision of high-reliability networks, short-packet, low-
latency services, and global coverage of the Internet of Everything (IoE), 6G WCC networks need to focus on
being human-centric, instead of data-centric as its vision, application-centric, and/or machine-centric. This is
possible by adopting a new paradigm shift as demonstrated in Figure 3, which, with the aid of Artificial
Intelligence (AI) and Machine Learning (ML) technologies, will enable a new range of smart applications.

Encompassing all 5G network requirements, the 6G WCC air-interfaces are also expected to offer much higher
data rates (Tbps), energy/spectral/cost efficiency, a 100 times increased connection near 100% global coverage,
density, 10 times reduced latency, better security and intelligence level for full automation, accuracy in sub-
centimetre geo-location, time synchronization in sub-millisecond. To achieve high energy and spectrum
efficiency, including more flexible waveforms, advanced multiple CA approaches, multi-antenna technologies,
channel coding methods, and a combination of diversity techniques are very essential. Meanwhile, novel network
architectures are required to enable 6G WCC objectives, for example, Dynamic Network Slicing (DNS), Software
Defined Network/Network Functions Virtualization (SDN/NFV, Cognitive Service Architecture (CSA), Service-
Based Architecture (SBA), and Cell-Free Architectures (CFA). 6G WCC networks will be an integrated space-
air-ground-sea networks to provide a complete global coverage, as illustrated in Figure 3.
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Figure 3: Vision of 6G wireless communication networks (You et al., 2021)

For global security and commercial activities, the handshake between UAV, satellite, and maritime
communication is needed to increasingly expand the coverage range of the 6G WCC network. In 6G, all spectra
are expected to be explored to provide a higher data rate. This includes the optical frequencies, THz, mmWave,
and the sub-6 GHz. To have better network automation and management, it is proposed that flexible technologies
in handling big data, like Al and ML, be incorporated with 6G WCC networks. It is glaring that Al-induced
technology will enable more dynamic network resources fetching, slicing, caching, and computing capability to
improve the performance and lay the footing of the next generation of networks. Last but by no means least is the
highly aggressive network security achieved for both the network and physical layer when developing 6G
networks. Industrial vertical signals, such as automated Internet of Things (IoT), Federated Learning Systems
(FLS), Cellular Vehicle to Everything (C-V2X), Cloud Virtual Reality (CVR), Digital Twin Body Area Network
(DTABN), and Energy Efficient Wireless Network Control (EEWNC), are fore-runners to largely boost the
developments of 6G wireless communication networks.
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So many access techniques have been proposed, while some have been developed to drive these 6G objectives.
One of which is the FF-OFDM technique (Augustine et al., 2022). The FF-OFDM CA was developed to run
higher versions of 5G, most especially 5G FR2-A, and possibly drive all 6G objectives. It is an Artificial
Intelligence (Al)-induced technique that uses Machine Learning (ML) algorithms for its waveform realization. Its
architecture obtained highly efficient spectrum slicing and spectrum shaping better than the previous CA schemes
used in driving earlier generations of WCC systems. It is also an improved version that counters the limitation
experienced in an F-OFDM, whose modification is performed at the Channel Estimation Region (CER) in order
to negotiate a balance between the received data and the transmitted data. The FF-OFDM algorithm has the
advantage of increasing system bandwidth, increasing data speed and throughput, effective interference
mitigation, and high flexibility for network incorporation.

3 Summary of Findings

The Section presents a concise synopsis of the WCC generation of air-interfaces. This is to enable better
comprehension of the survey conducted and to further stress the research objectives.

Table 1: Various air interface attributes

1G 2G 3G 4G 5G Proposed
6G
Year of Deployment | 1980s 1990s 2000s 2010s 2020s 2030s
Location of First USA Finland Japan South Korea | South Korea | N/A
Commercialization
Technology AMPS, IS-95, IMT2000, LTE, LTE- MIMO, SD-WAN,
NMT, TACS | GSM WCDMA A, WIMAX mmWaves Cloud Edge
computing,
MPLS
network,
Optical
network
Data Rate 2.4 kbps 64 kbps 2 Mbps UL 100 Mbps — 1 Gbps — 10 11 Gbps -1
144 kbps 5 Mbps DL 1 Gbps Gbps Tbps
Switching Method Circuit Circuit Packet Packet All Packets All Packets
Voice and
Packet Data
Operational 800 MHz, 900 MHz, 2100 MHz 850 MHzto | Sub-6G = 4.400 — 4.800
Frequency Range 900 MHz 1800 MHz 1800 MHz 410MHz — GHz, 7.125 -
7.125GHz, 8.400 GHz,
mmWaves = 14.800 —
24.250GHz - | 15.350 GHz
52.600GHz
Carrier Frequency 30 kHz 30 kHz to 5 MHz 15 MHz 20 MHz, 50 100 GHz and
200 kHz MHz, 100 above
MHz, 200
MHz,
400 MHz
Bandwidth Analog 30-200kHz | 15-25MHz | 100 MHz 3 GHz to 30 160 MHz
GHz to 300
GHz
Band Type Narrow Narrow Wide-Band Ultra Wide- Ultra Wide- Ultra-large
Band Band band band
Access Schemes FDMA TDMA, CDMA OFDM, BDMA Smart F-
System CDMA BDMA F-OFDM, OFDM plus
FBMC IM, FF-
OFDM
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Hang off/over Horizontal Horizontal Horizontal Horizontal Horizontal Horizontal
& Vertical & Vertical & Vertical
Core Network PSTN PSTN Packet N/W Internet IoT IoT
Latency 1,000 ms - 8 | 300 — 1,000 100 -300 ms | 10— 100 ms 1 ms or less 10-100 us
] ms
Applications Voice calls Voice calls, Internet High-speed High- Smart cities,
only short services, internet, resolution Industry 4.0,
messages GPS mobile TV video stream | advanced
healthcare

4 Area of Future Work and Recommendations

As away forward, this review is suggesting a paradigm shift in the integration of MA schemes with other emerging
technologies, such as Al-induced ML techniques, Semantic Communications (SC), and Reconfigurable Intelligent
Surface (RIS) (Liu et al., 2024), and their variants. These proposed enablers have proven to outperform traditional
MA techniques in data transmission efficacy.

ML is an Al-induced technique that has gained recommendations and acceptance in diverse fields of human
endeavours because of its high accuracy in data sampling. It is a highly versatile technique that has caused massive
turn-arounds in the fields of science and engineering. It has revolutionized industries, reshaped decision-making
processes, and transformed how technologies interact. The ML is not left-out in the quest for next generations of
wireless communication resources. It has been seen adopted and deployed effectively in the areas of data analysis,
power management/allocation, energy harvesting, waveform modification, interference mitigation, network
scalability, system flexibility, and many more (Yoro et al., 2025; Augustine et al., 2025). Because ML is designed
by humans to reason like humans, it is liable to ethical problems generated from sentiment. Other disadvantages
of ML include deterministic problems as a result of large data, lack of reproducibility, data dependency, and high
computational cost.

The SC technology is based on semantic information transmission, aiming to achieve more intelligent, efficient,
and reliable data transmission (Wei, 2023). The SC is a prospective next-generation data transmission technique
proposed to overcome the limitations experienced in traditional communication methods in the areas of simple
data transmission, accurate interpretation, and conveyance of the semantic meaning in the data. In as much as SC
has proven to be one of the prospective technologies expected to drive 6G and beyond, it is also characterized by
challenges at the development stages. These challenges encompassed meeting resource requirements, model
collaboration and privacy security, context perception and identification, knowledge sharing, and many more.

The RIS is termed advanced intelligent radio (Hamza et al., 2025). As the World prepares for 6G, RIS is one of
the emerging core facilitator networks that can generate many opportunities to improve the performance of future
wireless communication systems and also other fields. It operates by allowing the wireless communication
environment to be controlled in a programmable manner. RIS utilizes a semi-passive or passive layer to efficiently
and intelligently reflect an incident electromagnetic wave, which differs from conventional technologies that use
active components to manage signal transmission and reception. This new approach creates several latent
strengths, making RIS an extremely appealing solution for future wireless systems (Chiaraviglio et al., 2021).
Energy efficiency is one of the strongest points of RIS. Although RIS offers attractive benefits, several technical
and practical barriers, like the generation of small gain due to its passive transmission and the lack of amplifying
signals, posed a serious challenge for widespread implementation of this technology. These drawbacks and many
more need to be amended to enable RIS to grow and become a credible and trustworthy technology in the near
future of wireless networks.

The successes and limitations notable in these technologies in data transmission have again opened up another
vacuum in the need for further intensive and extensive innovations in these technologies to enable effective drive
of the 6G attributes and those of upcoming generations of WCC systems. Aside from this, the research is also
recommending the development of novel technologies/techniques that could enhance effective achievement of the
objectives of next-generation wireless systems.
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5 Conclusion

This survey provided a detailed presentation on WCC air-interfaces relative to its CA scheme mostly used for
commercial deployment. These varying CA schemes serve as network lives. Each generation of WCC air-interface
has its CA scheme that propels it in achieving its designed objective. These CA schemes are systematic hybridized
multiplexing and modulation techniques that are designed to ensure the message signal is properly impressed into
the transmission channel to the receiver with very little loss of information and energy. The first mobile handoff
network achieved in the 1G air-interface is successfully driven by FDMA.

The ground-breaking note messaging achieved by 2G is run by TDMA, whilst the CDMA as top-notch technology
also enables 3G and 4G that achieve the internet and multi-media functions, respectively. It is able the drive the
higher mandates of 3G but could not fully deliver that of 4G objective. This is because, the CDMA algorithm
could only enhanced serial kinds of transmission which makes it vulnerable to threads and lacks the required
scalability in driving higher data rate.

The 4G mandate was fully achieved by the development of advanced multi-carrier CA techniques of OFDM,
OFDMA, CP-OFDM, and WOFDM, where signal information is divided into chunks and transmitted in different
subcarriers. The 5G basics where also enabled by CDMA, BDMA, but were also advanced by special cases of
OFDM techniques known as UFMC, FBMC, GFDM, and F-OFDM which could only drive 5G FR1. The FF-
OFDM CA is employed to enable the higher versions of 5G; FR2, FR2-2, and FR2-A, which is also prospected
to fully drive the 6G objective because of its Al capability. The survey is aimed at bringing to the light of
researchers the theoretical knowledge of a wireless network life, its successes, drawbacks, and the need for new
access schemes, and/or novel techniques to enable the next generations resources of WCC air-interfaces.
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Abstract - Accurate diagnosis of lung diseases via chest X-rays remains challenging due to subtle pathological
patterns, class imbalance, and the opacity of conventional deep learning models. While convolutional neural
networks excel in feature extraction, their "black-box" nature and poor interpretability hinder clinical trust,
particularly in resource-constrained settings. To address these limitations, we propose a novel hybrid
architecture integrating VGG-16 with TabNet, synergizing hierarchical spatial feature extraction with
attention-driven interpretability. The model leverages VGG-16’s convolutional layers to capture granular
details, while TabNet's sequential attention masks dynamically prioritize discriminative features, quantifying
their clinical relevance. Trained on a dataset of 2,590 chest X-rays (COPD, tuberculosis, pneumonia, and
normal cases) from Nigerian hospitals, the model achieved state-of-the-art performance with 97% accuracy,
surpassing ResNet-50 (95.7%) and standalone VGG-16 (94.7%). Preprocessing, including non-local means
denoising and targeted augmentation, mitigates noise and class imbalance, yielding F 1-scores exceeding 97%
Jfor COPD and pneumonia, with AUC values above 0.98 across all classes. The model’s interpretability is
validated through attention maps highlighting disease-specific radiological markers, such as hyperinflation
in COPD and consolidations in pneumonia, aligning with clinical expertise. Deployed as a real-time Android
application optimized for low-end devices, the solution achieves inference in <I second offline, addressing
infrastructural barriers in low-resource regions. The model advances equitable healthcare delivery,
demonstrating generalizability across demographic subgroups (accuracy deviation <1.2%) and compliance
with emerging regulatory standards for trustworthy Al. This innovation establishes a scalable paradigm for
interpretable, high-performance lung disease detection, with transformative potential for global health equity.

Keywords: TabNet, VGG-16, lung disease detection, chest X-ray, deep learning, sequential attention.

1 Introduction

Lung diseases represent a major and escalating global health crisis, driven by a complex interplay of
environmental degradation, climate change, shifting lifestyles, and limited access to diagnostic resources,
particularly in low- and middle-income countries (LMICs) (Ming et al., 2018; Al Achkar & Chaaban, 2025).
Respiratory illnesses, including tuberculosis, pneumonia, and chronic obstructive pulmonary disease (COPD),
now constitute the third leading cause of mortality worldwide, with a disproportionate burden falling on resource-
constrained settings (Rajagopal et al., 2023). COPD and asthma alone accounted for millions of deaths in recent
years, highlighting the urgent need for effective interventions (Bharati et al., 2020). This crisis is particularly acute
in sub-Saharan Africa and other LMICs, where populations face the double jeopardy of high exposure to air
pollution and prevalent poverty, creating a breeding ground for respiratory diseases (Mondal et al., 2020). The
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recent COVID-19 pandemic further underscored the vulnerability of lung health, demonstrating the devastating
consequences of respiratory viral infections and exacerbating the existing challenge of pneumonia (Chunli et al.,
2020).

Chest X-rays remain a cornerstone of lung disease diagnosis, offering a cost-effective and widely accessible
imaging modality for detecting a range of conditions, from pneumonia and tuberculosis to interstitial lung disease
and early-stage lung cancer (Zakirov et al., 2015; Rehman et al., 2023). However, the interpretation of chest X-
rays presents significant challenges. The complex and overlapping anatomical structures within the images make
accurate diagnosis difficult, even for experienced radiologists. Manual interpretation is inherently time-consuming
and susceptible to inter-observer variability, potentially leading to diagnostic delays and missed opportunities for
timely intervention (Van Ginneken et al., 2009; Gefter et al., 2023).

The advent of deep learning (DL), a subfield of artificial intelligence, has revolutionized medical image analysis,
offering the potential to automate feature extraction and improve diagnostic accuracy. Convolutional neural
networks (CNNs), such as VGG and ResNet, have demonstrated remarkable performance in detecting pathologies
from medical images, including chest X-rays, by learning hierarchical representations of anatomical structures
(Irhebor, 2021; Kim et al., 2022; Musa et al., 2025) as they can assist physicians in identifying easily missed
suspicious lesions, thereby enhancing detection accuracy (Zakirov et al., 2015; Gefter et al., 2023). Current DL
models often suffer from critical limitations that hinder their widespread clinical adoption. Many models lack
robust feature engineering at the fully connected layers responsible for final decision-making, and they struggle
with the inherent class imbalance commonly found in medical datasets, where certain diseases are significantly
more prevalent than others (Gonzalez et al., 2018). Furthermore, a major drawback of many existing DL models
is their "black box" nature. They provide accurate predictions but offer little understanding into the underlying
reasoning behind those predictions (Tariq et al., 2019). The scarcity of representative datasets from
underrepresented populations, such as those in sub-Saharan Africa, further exacerbates the problem, leading to
models that may not generalize well to diverse patient populations (Shakeel et al., 2019).

This study addresses these critical gaps by developing a hybrid deep learning model for the detection of three
prevalent lung diseases in Africa: tuberculosis, COPD, and pneumonia. The study leverage dataset of chest X-ray
images collected from hospitals across Nigeria, while powerful feature extraction capabilities of VGG-16 (Kieu
et al., 2020) with the attention-based feature selection properties of TabNet (Arik & Pfister, 2021) were harnessed.
VGG-16 was chosen for its proven efficacy in medical imaging, leveraging its 13 convolutional layers to extract
multi-scale features from X-rays (Kieu et al., 2020). TabNet complements this by introducing sparsity-controlled
attention mechanisms, enabling feature importance quantification, a critical advancement for clinical trust (Shah
et al., 2022). This synergy addresses the opacity of conventional CNNs while maintaining high performance,
making the model both accurate and clinically actionable. This hybrid approach aims to not only enhance
diagnostic accuracy but also address the critical need for transparency and interpretability in Al-driven medical
tools.

2 Literature Review

Recent advancements in deep learning (DL) have demonstrated significant potential for classifying lung diseases;
however, substantial challenges remain concerning model generalizability, interpretability, and practical clinical
application. This review compiles existing studies that employ deep learning techniques for the detection and
classification of lung diseases through medical imaging. It examines various methodologies, architectures,
strengths, and datasets utilized in this field while also identifying critical gaps to contextualize the contributions
of the current study.

Early studies, such as Ming et al. (2018), demonstrated the effectiveness of DL features from pre-trained models
on High-Resolution Computed Tomography (HRCT) images, achieving an accuracy of 100% on binary
classification compared to 93.52% with traditional Gray-Level Co-occurrence Matrix (GLCM) features. While
such results highlighted the potential of DL, this 100% accuracy was achieved on a specific, homogeneous dataset.
More recent benchmarks on more complex HRCT datasets show state-of-the-art (SOTA) performance in the 97-
98% range, with a significant research focus shifting to reducing false positives and improving robustness (Jiang
et al., 2025; Abe & Nyathi, 2025). Regardless of SOTA in HRCT, these models are not directly applicable to
chest X-rays (CXRs), which remain the most common, cost-effective, and accessible imaging modality globally,
particularly in resource-limited settings. CXRs present distinct challenges due to lower resolution, higher noise,
and greater variability in acquisition quality (Shukla et al., 2024). Similarly, Kim et al. (2022) compared shallow
learning (Support Vector Machine) and deep learning (Convolutional Neural Network) for classifying interstitial
lung disease patterns in HRCT images from 106 patients, with CNN outperforming SVM by 6-9%, achieving
accuracy rates ranging from 81.27% to 95.12% as the number of convolutional layers increased. To substantiate
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the claim that deep learning enhances lung disease detection specifically for CXRs, Kieu et al. (2020) conducted
a comprehensive review, noting trends such as the prevalence of CNNs and transfer learning. They highlighted
critical, persistent challenges, including data imbalance, the management of large noisy image sizes, and the
scarcity of datasets. While data augmentation is a common strategy to address imbalance, recent studies affirm
that augmentation alone does not solve the fundamental challenges of "distribution drift" caused by non-
standardized data acquisition or the scarcity of geographically diverse datasets (Ahmad et al., 2025; Abe & Nyathi,
2025; Liu et al., 2024). These gaps can lead to models that perform well in one hospital system but fail when
deployed in another, particularly in regions underrepresented in training data.

The application of CNNs has emerged as the predominant method in medical image analysis due to their capacity
to learn hierarchical feature representations, particularly when combined with image augmentation [20]. Research
conducted by Rahman et al. (2020) demonstrated a remarkable 98.6% accuracy in tuberculosis detection by
employing a transfer learning approach that utilized augmentation and segmentation on various pretrained models,
showcasing the proficiency of CNNs in identifying localized pathologies. Additionally, Ganeshkumar et al. (2023)
introduced a two-stage deep learning model, focused on binary classification between normal and COVID-19
pneumonia cases, which outperformed existing methods in average accuracy and Fl-score, even providing
confidence scores for diagnoses. However, a recurring theme in these studies is the tendency to focus on binary
classification tasks, such as tuberculosis detection (Sriporn et al., 2020) or distinguishing between normal and
COVID-19 pneumonia cases (Ganeshkumar et al., 2023). While these are critical applications, they limit the
broader applicability of these models to the diverse spectrum of lung diseases encountered in clinical practice. In
contrast, Olayiwola et al. (2023) and Alshmrani et al. (2023) explored multi-class classification, comparing
various pre-trained CNNs and hybrid architectures, respectively. Olayiwola et al. (2023) identified ResNet-50 as
the most effective model for lung disease classification, achieving over 92% accuracy, while Alshmrani et al.
(2023) combined VGG with additional convolutional layers to achieve 96.48% accuracy across six lung diseases.
This highlights the potential of CNNs for automated diagnosis of multiple lung pathologies. Furthermore, Al-
Sheikh et al. (2023) demonstrated the efficacy of combining chest X-rays with CT scans with impressive
accuracies between 98.4% and 98.8% in multi-class lung disease classification. This suggests that integrating
multi-modal imaging data could significantly improve diagnostic performance. Concurrently, SOTA approaches
have explored new architectures, with newer studies demonstrating the power of Vision Transformers (ViT) and
hybrid models (e.g., LungMaxViT) on CXR datasets, achieving accuracies between 95% and 98% for multi-class
lung disease classification (Aslan, 2024; Shukla et al., 2024; Ko et al., 2024).

Despite these advancements, a critical limitation persists: the "black box" nature of many CNN models. These
models, while achieving high accuracy, often provide limited understanding into their decision-making processes,
hindering clinical trust and adoption. Clinicians require transparency and interpretability to understand why a
model arrives at a particular diagnosis (Liu et al., 2024). This has spurred a dedicated research thrust into
eXplainable Al (XAI) for medical imaging (Colin & Surantha, 2025). While many models rely on post-hoc XAl
methods like Grad-CAM (Aslan, 2024), these only show where a model is looking, not how it weighs different
features. Architectures like TabNet (Arik & Pfister, 2021) were designed for high-performance, interpretable
learning on tabular data, but their application in a hybrid structure for medical image analysis remains nascent.
Another significant challenge is the reliance on large, balanced, and high-quality datasets for optimal CNN
performance. This is particularly problematic in resource-limited settings, where data scarcity and class imbalance
are common (Ahmad et al., 2025). The study by Bharati et al. (2020), which proposed a hybrid CNN-VGG-Spatial
Transformer Network (VDSNet) for lung disease classification, underscores this issue. They reported a 73%
validation accuracy on a noisy X-ray dataset, highlighting the difficulties in handling large, noisy datasets and the
need for further model refinement.

Recognizing the inherent challenges posed by data limitations, particularly the prevalence of poor-quality data in
real-world medical imaging, researchers have increasingly explored hybrid architectures to enhance the robustness
of deep learning models. For instance, Shakeel et al. (2019) demonstrated the efficacy of combining mean
enhancement with an improved clustering technique prior to deep learning, achieving an impressive accuracy of
98.42%. This approach specifically addressed the critical issue of low-quality image processing, a common
obstacle in clinical settings. Similarly, Choudhuri and Paul (2021) developed a multi-class image classification
system utilizing VGG16, achieving 98.3% accuracy in classifying COVID-19, pneumonia, and normal cases,
thereby surpassing the performance of a standalone CNN model, which achieved 96.6% accuracy. While hybrid
architectures can enhance performance, they often inherit the interpretability challenges associated with CNNs
and may not explicitly quantify feature importance. Additionally, Tariq et al. (2019) incorporated advanced
preprocessing techniques, such as mean reduction using spectrogram features from audio data, into a CNN model
for lung sound classification; however, this approach is not directly applicable to image-based lung disease
detection. Also, Gonzalez et al. (2018) demonstrated accurate COPD detection using CNNs on CT scans,
achieving a C-statistic of 0.856. Although effective, the binary classification approach and reliance on CT scans

15



Journal of Computing and Social Informatics (Vol 5 No 1, 2026)

limit broader applicability and restrict the study’s relevance to settings where chest X-rays are more commonly
used. Sriporn et al. (2020) explored the incorporation of techniques such as Mish activation and seven different
optimizers into a pretrained CNN model, resulting in improved performance and an accuracy of 98% in lung
lesion detection. However, hardware limitations posed challenges for large-scale image analysis.

The challenge of interpretability in many DL models remains a primary barrier to clinical trust (Liu et al., 2024).
Furthermore, the limited scope of many studies, often trained on homogenous datasets from high-income regions,
restricts generalizability. As highlighted by Kieu et al. (2020) and Al-Sheikh et al. (2023), these deficiencies can
introduce biases into models, leading to suboptimal performance for underrepresented patient populations. The
integration of image enhancement techniques, which could potentially alleviate the effects of poor-quality data
and enhance diagnostic accuracy, remains underexplored. A critical factor contributing to the limited
generalizability of many deep learning models is the geographic bias inherent in their training datasets. The vast
majority of these models are trained on data predominantly sourced from high-income regions, neglecting the
diverse patient populations found in low- and middle-income countries. As Kieu et al. (2020) revealed in their
extensive survey of 98 studies, the representation of African and South Asian cohorts is alarmingly low,
exacerbating existing diagnostic disparities. This situation underscores the urgent need for geographically diverse
datasets, particularly those originating from under-resourced countries, to ensure the equitable deployment of Al-
driven diagnostic tools. The development of such datasets is crucial for creating reliable and generalizable models
that can effectively address the global burden of lung diseases.

This study directly responds to these challenges. First, we bridge the accuracy-interpretability divide by
integrating VGG-16 with TabNet. This novel hybrid architecture moves beyond post-hoc explanations by
quantifying feature importance through TabNet's inherent attention mechanisms, addressing the "trust gap" in Al
diagnostics. Second, we confront dataset bias by curating a Nigerian cohort of 2,590 chest X-rays (COPD,
tuberculosis, pneumonia, and normal cases), one of the largest Nigerian imaging datasets for this purpose. This
diversity directly mitigates the geographic bias highlighted by Kieu et al. (2020) and Liu et al. (2024), enhancing
generalizability to underserved populations. Class imbalance and noisy, low-quality data which is a persistent
issue (Bharati et al., 2020; Ahmad et al., 2024) are alleviated through targeted augmentation and local-means
denoising, ensuring robust performance. Finally, we prioritize real-world impact by deploying the model as an
Android application optimized for low-end devices. Unlike cloud-dependent solutions, the app performs inference
locally in under 1 second, even without internet access. This design choice reflects the realities of healthcare in
regions like sub-Saharan Africa, where connectivity and advanced hardware are scarce.

3 Research Methodology

This study employs a methodological approach that mirrors established image recognition pipelines prevalent in
traditional recognition applications, ensuring a structured framework. The methodology is characterized by a
series of defined procedural steps, encompassing critical components such as data preprocessing, feature
extraction, model training, and comprehensive evaluation as depicted in Figure 1.
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Figure 1: Pipeline of the proposed solution

3.1 Image Acquisition

This study employed a dataset of 2,590 chest X-ray images, a collection painstakingly assembled from the
radiology departments of three general hospitals in Kaduna State, Nigeria. The inclusion criteria were : (1)
posterior-anterior (PA) view X-rays from patients aged 18 years and above; (2) confirmed diagnosis of COPD,
Tuberculosis, or Pneumonia based on a combination of radiological reports, spirometry (for COPD), and
microbiological tests (for TB), as per hospital records; (3) "Normal" X-rays were selected from patients with no
documented history of lung disease who underwent chest X-rays for pre-employment or routine check-ups.
Exclusion criteria included: (1) lateral view X-rays; (2) images with severe artifacts, implants, or foreign objects
obscuring the lung fields; (3) cases with incomplete or ambiguous diagnostic information. These images were
categorized into COPD (715), Normal (750), Pneumonia (555), and Tuberculosis (570) classes, which were
initially stored in DICOM format and subsequently converted to PNG for processing. This dataset addresses a
spectrum of lung diseases recognized for their significance in respiratory health in the Nigerian context, mirroring
the prevalence observed in tertiary hospitals (Desalu et al., 2009). These conditions are noted as primary
contributors to mortality and morbidity among adults attending tertiary hospitals in Nigeria. Recognizing the
importance of demographic diversity, we ensured the dataset captured variations in age and gender, thereby aiming
to bolster the model's generalizability in the detection and classification of lung pathologies.

COPD Normal Pneumonia Tuberculosis

715 750 555 570

Figure 2: The four categories and distribution of Lungs X-ray images sourced

3.2 Pre-processing

The pre-processing of X-ray images for lung classification involved several key steps to improve their quality and
usefulness. First, image cropping and resizing were performed to create a 224x224 pixel region of interest (ROI)
focused on the lung area. This step optimized computational efficiency and directed the model's attention to
relevant anatomical structures. Second, Noise in medical images can arise from various sources, including
acquisition equipment and environmental factors, and it can interfere with the accurate interpretation of the images
(Mingliang et al., 2016). Non-local means denoising leverages similarities between image patches to effectively
remove noise while preserving important image features as shown in Figure 3.

non-local means non-local means
noisy (slow) (slow, using Oest)

‘ l’ ‘ l’
original non-local means non-local means
(noise free) (fast) (fast, using Oest)
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Figure 3: Non-Local Means Denoising applied on X-ray chest images

Finally, a data augmentation pipeline was implemented on the training dataset to mitigate overfitting and enhance
model generalizability. Geometric transformations, including random rotations (+15°), horizontal/vertical flips,
and translations (+£10% of image dimensions) were applied to simulate variations in patient positioning and
radiographic acquisition angles. Photometric adjustments, such as brightness modulation (+20% delta) and
contrast scaling (0.8—1.2x), were additionally incorporated to account for inconsistencies in imaging equipment
and exposure settings. This augmentation strategy, aligned with established practices in medical image analysis
(Shah et al., 2022), and serve dual objectives in improving reliability to intra-class variability by diversifying the
feature space, and compensating for limited dataset size through synthetic data generation, critical for
underrepresented classes.

3.3 Feature Extraction

LeCun et al. (2015) defined deep learning as a subset of machine learning employing multiple layers for image
and object classification. In this study, VGG-16 architecture, pre-trained on ImageNet was used, for its established
capacity to extract hierarchical spatial features via its deep convolutional layers (Simonyan & Zisserman, 2014).
This makes it particularly suitable for identifying subtle pathological patterns in chest X-rays, such as
consolidations in pneumonia or cavitary lesions in tuberculosis. VGG-16 was truncated after the fourth max-
pooling layer (Figure 4), retaining only the feature extraction portion to leverage transferable low- and mid-level
features, while discarding the fully connected layers to mitigate overfitting. This specific layer choice was
empirically determined to provide an optimal balance between preserving fine-grained anatomical details, like
bronchial structures, and encoding high-level semantic features, such as lobar opacities (Ragab et al., 2022). The
convolutional layers processed the pre-processed images, resulting in a 7x7x512 feature map which were
subsequently flattened into a 25,088-dimensional vector.
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Figure 4: Feature extraction on VGG-16 architecture

3.4 TabNet Classification

Building on the hierarchical features extracted by VGG-16, TabNet was employed to quantify feature relevance
and classify lung diseases. The process comprises three core stages: feature transformation, attention-based
selection, and sequential decision-making (Arik & Pfister, 2021; Shah et al., 2022), as illustrated in Figure 5. The
flattened 25,088-dimensional feature vectors from VGG-16 preserved spatial relationships while TabNet’s
initial feature transformer applied a linear projection to reduce dimensionality to 128 features as represented in
Equation 1:

Frequcea = Wproj : Fflat + bproj (1
where W,

oroj € R128*23088 and b, € R'8 are learnable parameters. This reduction is to retain 92% of the
variance while mitigating overfitting risks inherent in high-dimensional medical data.

TabNet employed a 3-step decision process to iteratively refine feature selection (Arik & Pfister, 2021):

i.  Feature Masking: At each step t, a sparse attention mask M, € R128

activation as in Equation 2 (Martins & Astudillo, 2016):

was generated using Sparsemax

M, = Sparsemax (%’;”dm) )

where W, € R128>128 h e R128bt € R1?8, and d = 128. Sparsemax enforces sparsity, ensuring only 15-20%
of features were active per step.

ii. Feature Aggregation: Selected features were processed by a shared feature transformer block connected
with ReLU and summed across steps.

1il. Class Prediction: The aggregated features were passed through a softmax layer to compute probabilities
for the four classes: COPD, Pneumonia, Tuberculosis, and Normal.
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Figure 5: TabNet architecture on the extracted features

3.5 Model Evaluation

For model evaluation, a dataset split of 60/20/20 for training, validation, and testing, respectively was used. The
test set serves as the primary focus for evaluation, assessing the model's ability to generalize to unseen data and
mitigate overfitting risks. We utilize a comprehensive set of metrics including accuracy, sensitivity, precision,
AUC (Area Under Curve), and confusion matrix.
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3.5.1 Class-wise analysis

In this subsection, a class-wise analysis of the proposed method was employed. For this, Accuracy (3), precision
(4), recall (5), and F1-score (6) were used for evaluation, defined as follows:

a) Accuracy: The ratio of correct predictions to the total number of predictions.

TP+TN

Accuracy = ———— 3
TP+TN+FP+FN

b) Precision: It is about how precise or how often is the prediction correct? It is a ratio of True Positives (TP)
to the sum of the True Positives (TP) and False Positives (FP). It calculated as

Precision = — 4)
TP+FP

¢) Recall: When the actual value is positive, how often is the prediction correct? It is the ratio of TP to the sum
of TP and False Negatives (FN) computed mathematically as

TP
TP+FN ©)

Recall =

d) F1-Score: F1-Score is also known as F1 Score. It is the harmonic mean of precision and recall. The harmonic
mean is appropriate for situations where the average of rates (a ratio between two related quantities) is desired.
It is calculated as
2XPrecision XRecall

F1Score =——F————— (6)

(Precision+ Recall)

Following the initial training phase, post-processing involved fine-tuning the model's hyperparameters to optimize
diagnostic accuracy, achieved through subsequent training iterations utilizing the parameters detailed in Table
1. These hyperparameters (e.g., learning rate, batch size) were initially set based on common practices for fine-
tuning VGG-16 and TabNet, and were then optimized via a grid search focused on maximizing validation
accuracy.

Table 1: Parameters setting details in our method

Experimental parameters Setting

Batch size 12 (limited by GPU memory constraints)

Optimizer Adam

Epoch 20 with early stopping if validation loss plateaued for 5 epochs.

Learning rate (LR) 0.0001, decayed by 10% per epoch

Image size 244 x 244

Loss Categorical cross entropy

Validation/Test split 0.2/0.2

Regularization Sparsity loss (A=0.0001) penalized excessive feature usage, enhancing
interpretability.

3.6 Model Deployment and Computational Efficiency

The trained lung disease detection model was deployed as an Android mobile application using TensorFlow Lite,
enabling real-time inference. The Keras model was converted to a TensorFlow Lite format, and quantization was
applied to reduce its size and improve latency. Developed with Android Studio and Kotlin, the application allows
users to analyze X-ray images either captured directly or selected from their device, with all inference running
locally and offline. The model demonstrated significant computational efficiency; training the VGG-16-TabNet
model took just 2.3 hours on a single GPU using Google Colab Pro. Furthermore, the Android deployment
achieved inference times of less than 1 second on a Snapdragon 888 processor, making it highly suitable for real-
time applications. This blend of efficiency, high accuracy, and interpretability positions the model for widespread
adoption in clinical settings, especially in low-resource environments.
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4 Results and Discussion

This section presents the results of the proposed lung disease detection model using a VGG-16-TabNet
architecture and discusses its performance in the context of existing studies. The findings are supported by tables
and figures, providing a comprehensive evaluation of the model’s accuracy, generalization, and practical
applicability.

4.1 Model Performance and Comparison

The VGG-16-TabNet model outperformed state-of-the-art models across all metrics. As shown in Table 2, the
proposed model achieved the highest accuracy (97.0%) and F1-Scores for COPD (98%) and pneumonia (97%).
ResNet-50, while competitive, lagged slightly with an accuracy of 95.7%, and VGG-16 (baseline) achieved
94.7%. EfficientNetB0, with an accuracy of 92.6%, demonstrated the lowest performance among the models
evaluated. The superior performance of the VGG-16-TabNet model is stable and consistent on four chest X-ray
image classes can be attributed to its ability to our model ability to leverage a smaller size of the filter of the VGG-
16 model, which is appropriate to capture interesting regions of Chest X-ray images and also, because the extracted
features from VGG-16 is further quantified by TabNet's attention mechanisms, which dynamically prioritize
clinically relevant features. Furthermore, Figure 6 depicted that Our VGG-16-TabNet model's diagnostic strength
is clear in the AUC-ROC curves. We achieved near-perfect AUCs for COPD and tuberculosis (0.99), and excellent
scores for pneumonia and normal cases (0.98), far surpassing random chance. This shows the model's ability to
balance sensitivity and specificity, crucial for accurate diagnoses here in Nigeria. High true positive rates with
low false positives, especially for critical conditions like COPD and tuberculosis, demonstrate the model's
reliability. TabNet's attention mechanism effectively identifies key disease markers, vital for building trust in our
healthcare settings.
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Figure 6: AUC-ROC for different disease classes for the proposed model
Table 2: Performance comparison with state-of-the-art pretrained models.
F1-Score F1-Score (TB) F1-Score
o,
Siceel Ay () (COPD) (Pneumonia)
EfficientNetBO 92.6 93 88 95
98
ResNet-50 [17] 95.7 94 96
VGG-16 (baseline) [16] | 94.7 94 94 95
VGG-16-TabNet 97.0 98 7 97
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4.2 Generalizability and Bias Mitigation

The model exhibited consistent performance across demographic subgroups, with accuracy deviations of
<1.2% (see Figure 7).

Accuracy Deviations £1.2% Across Demographic Groups

Performance by Age Group Performance by Gender

99% 99%
98% 98%
97% oo 0% 96.5% 97% 96.9% 96.7%
96% 96%
95% 95%
94% 94%

18-30 31-45 46-60 60+ Male Female

Baseline Accuracy: 97.0%

Figure 7: Model performance across demographic subgroup

This demonstrates its robustness to variations in age and gender critical for real-world clinical applications. Data
augmentation played a significant role in mitigating class imbalance, particularly for pneumonia, reducing the
false-negative rate from 8.3% to 2.1%. This improvement underscores the importance of augmentation techniques
in enhancing model generalizability, especially for underrepresented classes in medical datasets.

4.3 Convergence Analysis

To assess the generalizability of our VGG-16-TabNet model, a comparative analysis with other pre-trained
methods was conducted. Figures 8-9 illustrate the training and validation accuracy/loss curves for each model.
The proposed model demonstrates a significantly smaller gap between training and validation metrics compared
to the other methods. This reduced gap indicates a more consistent learning pattern and suggests superior
generalization capabilities. This observation reinforces the robustness of the hybrid architecture and its potential
for reliable performance on unseen data.
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Figure 8: Accuracy and loss per epoch of our proposed model against EfficientNetB0 model
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Among the four models, the proposed model stands out as it exhibits consistent convergence behavior and strong
generalization, and shows best fit on the images with a minimal gap between training and validation accuracy.
The proposed VGG16-TabNet Model achieves high accuracy while maintaining stability throughout training,
making it a reliable choice for the prediction of lung diseases. Furthermore, the EfficientNetBO Model also
performs reasonably well, but its initial anomaly and slightly wider gap between training and validation accuracy
make it less preferable. ResNet-50 showed signs of overfitting, while VGG-16, although stable, has a wider gap
between training and validation accuracy.
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Figure 9: Accuracy and loss per epoch of ResNet-50 model and VGG-16 model

These findings indicate that the proposed model not only learns the training data efficiently but also generalizes
well to new unseen data instances as compared to other models. This is a key indicator of the reliability of the
proposed approach in the context of lung disease classification, showcasing its potential for broader applicability
in medical image analysis and diagnosis.

The obtained results across the metrics in 1, 2, and 3 are presented in Table 3, offering a glimpse into the
performance of the proposed model across the X-ray lungs image dataset. Upon careful examination of the table,
several noteworthy observations come to the fore. Firstly, the proposed model exhibits the highest precision for
COPD and the Normal class, while also having the highest recall rate for pneumonia. This highlights the model's
exceptional ability to precisely classify instances within these specific categories. Simultaneously, it is worth
noting that the proposed model showcases substantial performance across all other classes evidenced by its
impressive recall and F1-score metrics. These metrics underscore the model's capacity to effectively identify and
retrieve instances belonging to various classes with a notable degree of accuracy.

To obtain a more comprehensive understanding of how the predicted images are distributed across various classes,
the study utilizes confusion matrices, as illustrated in Figure 10. A detailed analysis of these three confusion
matrices uncovers a noteworthy trend: the proposed approach consistently demonstrates superior performance in
terms of correctly classifying images into their respective categories.

Table 3: Performance metrics comparison of the models used across all classes of Lung X-ray images

S/N Model Classes Results

1 EfficientNetBO COPD Precision: 94 Recall: 92 F1-Score: 93
Normal Precision: 98 Recall: 93 F1-Score: 95
Pneumonia Precision: 95 Recall: 95 F1-Score: 95
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TB Precision: 84 Recall: 92 F1-Score: 88
2 VGG-16 COPD Precision: 96 Recall: 92 F1-Score: 94
Normal Precision: 97 Recall: 95 F1-Score: 96
Pneumonia Precision: 94 Recall: 96 F1-Score: 95
TB Precision: 92 Recall: 97 F1-Score: 94
3 ResNet-50 COPD Precision: 95 Recall: 92 F1-Score: 94
Normal Precision: 95 Recall: 97 F1-Score: 96
Pneumonia Precision: 94 Recall: 97 F1-Score: 96
TB Precision: 100 Recall: 96 F1-Score: 98
4 Proposed COPD Precision: 98 Recall: 97 F1-Score: 98
VGG16-TabNet Normal Precision: 99 Recall: 95 F1-Score: 97
Pneumonia Precision: 93 Recall: 100 F1-Score: 97
TB Precision: 97 Recall: 96 F1-Score: 97

These discoveries collectively emphasize the effectiveness of the proposed model when evaluated using
precision, recall, and F1-score metrics, highlighting its exceptional capability to differentiate between distinct
classes and make accurate classifications.

Confusion Matrix for EfficientNet Model

Confusion Matrix for VGG-16 Model
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Figure 10: Confusion metrics comparison of the four models

An analysis of the confusion matrix (Figure 10) revealed that the most common misclassification occurred
between Tuberculosis (TB) and Normal cases, accounting for 12 of the 16 total errors on the test set. Specifically,
5 TB cases and 7 Normal cases were misclassified. This confusion is clinically plausible because early-stage TB
often presents with subtle radiological findings, such as minor infiltrates or granulomas, that can be easily
overlooked or mistaken for normal anatomical variations. Conversely, some normal chest X-rays may exhibit
benign conditions or technical artifacts that resemble TB-like features, leading to false positives. The model's
perfect classification of pneumonia cases, which typically present with more pronounced and distinct
consolidations, underscores its ability to detect clear pathological patterns. This dichotomy in performance
highlights the challenge in distinguishing subtle abnormalities in TB from normal cases and suggests the potential
need for incorporating additional clinical data or more advanced feature extraction to improve TB detection.
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4.4 Interpretability and Feature Relevance

The interpretability of the VGG-16-TabNet model is one of its most significant strengths, providing clinicians
with inference into its decision-making process. Attention Masks were generated to reflect clinically meaningful
patterns for each disease. For COPD, the attention masks highlighted diffuse bilateral lung patterns, with a strong
emphasis on hyperinflation, consistent with the disease's hallmark features. For tuberculosis, the masks focused
on the upper lobes, where cavitations and infiltrates are typically observed. For pneumonia, the attention was
localized to areas of consolidation, aligning with the clinical presentation of alveolar opacities and air
bronchograms.

To further quantify the model's interpretability, Quantitative Feature Analysis was performed (QFA), measuring
specific clinical features for each disease. For COPD, key metrics included hyperinflation (23.3%), flattened
diaphragm (42.3%), and bullae (12.3%). For tuberculosis, the model quantified upper lobe infiltrates (26.3%),
cavitation (49.3%), and fibrosis (16.1%). For pneumonia, consolidation (17.0%), air bronchograms (37.4%), and
alveolar opacities (6.9%) were measured. These metrics provide a detailed breakdown of the features contributing
to the model's predictions, enabling clinicians to understand the rationale behind each diagnosis

The interpretability of the model was further enhanced through Enhanced Visualizations, which included multi-
panel displays combining the original X-ray image, attention maps, and overlays. Disease probability bar charts
were used to visualize the model's confidence in each diagnosis, while feature quantification heatmaps provided
a detailed breakdown of the clinical features contributing to the prediction. Radar charts were also employed to
compare key features across diseases, offering an overview of the model's decision-making process. These
visualizations improve the model's usability and also facilitate its integration into clinical workflows, where
interpretability is critical for trust and adoption as shown in Figure 11.
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Figure 11: A sample of interpretability and feature quantification of COPD image

4.5 Model Deployment

The proposed model was successfully deployed as an Android application, enabling real-time inference on mobile
devices. The app allows healthcare professionals to capture or select X-ray images and receive diagnostic results
in under 1 second (see Figure 12). Testing on both emulators and real Android devices confirmed the app's
reliability and efficiency. The deployment demonstrates the model's potential for integration into clinical
workflows, particularly in resource-limited settings where access to advanced diagnostic tools is limited. The
Android app also generates a clinical interpretability report, providing disease probabilities, feature quantification,
and diagnostic recommendations, further enhancing its utility in real-world healthcare applications. These reports
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synthesize multi-layered analyses and delivering a better understanding for clinical practice. Each report begins
with quantified disease probabilities, reflecting the model's confidence across diagnostic categories. This
probabilistic output is then contextualized by quantified feature metrics, which delineate the contribution of
clinically relevant patterns, such as hyperinflation or cavitation. For example, in one case, the model classified an
X-ray image as pneumonia with a confidence score of 0.60. The report included disease probabilities (COPD:
0.10, Tuberculosis: 0.10, Pneumonia: 0.60, Normal: 0.20) and quantified clinical features such as air
bronchograms (37.4%) and alveolar opacities (6.9%). The report also provided block-level analysis, highlighting
the contribution of each feature block to the diagnosis. This level of interpretability not only enhances clinician
trust but also facilitates informed decision-making, particularly in complex cases.

Classified as:
Normal

@ O <

Figure 12: App classification results on the sample X-ray image

5 Conclusions

This study addresses critical challenges in Al-driven lung disease diagnosis by developing hybrid VGG-16-
TabNet architecture that synergizes hierarchical feature extraction with interpretable attention mechanisms. It
leverages a dataset of 2,590 chest X-rays from Nigerian hospitals, one of the largest cohorts for lung disease
classification in Nigeria. The model achieves state-of-the-art performance of 97% accuracy while overcoming
class imbalance, data noise, and the "black box" limitations of conventional deep learning approaches. The
integration of TabNet’s sparsity-controlled attention not only enhances diagnostic precision but also quantifies
clinically relevant features, such as hyperinflation in COPD and consolidations in pneumonia, aligning model
decisions with radiological expertise. The deployment of this model as a real-time android application underscores
its practical utility in resource-constrained settings, offering offline inference in under one second and bridging
the gap between Al innovation and clinical adoption. The study prioritize interpretability and also leverage
geographically diverse data to mitigates biases inherent in models trained on high-income populations in order to
advance equitable healthcare solutions. Future research could extend this paradigm in several directions. First,
integrating multimodal imaging data, such as combining chest X-rays with CT scans, could be achieved through
a dual-input architecture where separate feature extractors for each modality are fused using cross-attention
mechanisms before the final TabNet classifier. Second, diagnostic granularity can be refined by incorporating
structured, patient-specific clinical data (e.g., smoking history, symptoms) as tabular features alongside the image-
derived feature vectors within the TabNet framework. Finally, exploring federated learning approaches would
allow the model to learn from data across multiple hospitals without centralizing it, preserving privacy while
further improving generalizability and mitigating dataset bias.
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Abstract - Attendance systems in our educational systems today are employed by management and other
concerned authorities to take records of students’ presence as well as participation, especially in crucial
school activities and events. Traditional attendance methods involving manual roll calls and sign-in sheets
have been used for quite a long time leading to issues related to time and errors. Several digital attendance
systems incorporating QR-code-based authentication mechanisms have been proposed, yet few identified
challenges such as cost, security and user friendliness are yet to be fully considered. This paper presents an
improvement on the QR-code attendance framework leveraging User-Centric Approach (UCA). Data was
aggregated from students and lecturers to generate the QR Code followed by identity authentication protocols
utilizing email credentials and encrypted passwords. Session information, such as timestamp and number of
participating students, were also recorded accordingly and stored in the system's database. Each QR code
was integrated with cryptographic timestamping, enforcing temporal validity constraints to invalidate it after
a five-second interval for security optimization. This was implemented using JavaScript programming logic.
The QR Code Attendance System had a high engagement with 7,900 unique scans over seven weeks and
consistent daily usage. It processed approximately 105,000 reads, indicating robust system performance and
underscoring the need for cost-efficient database management. This represents an improvement over the
conventional QR-based methods. The introduction of additional features such as the expiration of OR codes
and disabling of screenshots to enhance security serve as improvements on existing systems, thus, eliminating
critical weakness in terms of usability and security against unauthorized attendance registration by sharing
codes or reusing them.

Keywords: Attendance system, QR code, database management, unified modelling language, attendance
management.

1 Introduction

Attendance systems are part and parcel in every educational institution in our world today. They help observe and
record every student's presence or participation especially in important school activities and events such as
lectures, tests and sometimes seminars. Other than serving as a fountain of discipline in academics, proper
attendance can be of great importance in adhering to institutional regulations and government policies. Traditional
attendance methods involving manual roll calls and sign-in sheets have been used for quite a long time in any
educational setting. These methods are generally tipped to be very time-consuming and error-prone, with
fraudulent entries and loss of data reported. Into the solution for these gaps, a number of digital attendance systems
embedded with technologies (such as Radio Frequency, Biometric etc.) have been introduced but also with few
identified challenges. Radio Frequency Identification (RFID) technology has flexibility and automation but faces
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high costs, vulnerability to compromise, and exposed tag issues when it comes to implementation. Also,
evaluating different vendors' offerings, including security features and tag capabilities, adds complexity to these
implementation flaws (Trebuna et al., 2023). On the other hand, Biometric systems, as much as they are efficient,
raise a number of privacy concerns, given the nature of data involved. For instance, biometric data, such as
fingerprints or facial scans, cannot be changed in the case of a breach, hence making identity theft and consequent
misuse a serious risk. Despite all developments in this direction, the reason local institutions still face attendance-
related problems is the absence of an affordable, reliable attendance system that ensures privacy. While RFID
systems are considered very expensive in terms of implementation and maintenance, biometric systems usually
raise several concerns regarding privacy and infrastructural changes (Abrams & Skrebnewa, 2024). In addition,
most of these technologies need a lot of technical expertise and resources that may not be available or feasible for
every educational institution.

Although some improvements have been made using Quick Response (QR) codes in addressing some of the major
challenges of attendance systems (Djamarullah et al., 2024; Nuralif & Fachrie, 2023), aspects such as cost and
user friendliness are yet to be fully considered. This paper presents an improvement on the QR-code attendance
system using user-centric approach (UCA), thus enhancing simplicity and cost-effectiveness in attendance
tracking while guaranteeing that accuracy and integrity are maintained. The goal is to build upon existing methods
by refining the implementation to better meet user needs and streamline the attendance process. This is to provide
an economical solution as compared to a very cost-intensive RFID and biometric system that many educational
institutions elsewhere would be able to afford. User-friendliness is another aspect of relevance in this study
implying quicker adoption and less manpower for training among staff and students. Finally, by improving the
efficiency and accuracy in attendance tracking, the system would ensure academic management and the reliability
of data for overall educational betterment. This research thus, not only addresses the current limitations of
attendance systems but also provides a scalable solution that can be easily adapted in case of future technological
advancement.

2 Related Works

Different technological methods have been explored using different approaches in developing attendance systems
for students. An example is the one developed by (Sudha et al., 2015), using a physical barcode scanner to enable
the automation of attendance management in educational institutions. The idea was pointed towards easing the
data collection process and reducing administrative burdens. A barcode scanning technology was employed, and
the results were laudable. (Alotaibi, 2015), introduced an IoT-enabled blended learning environment by
considering authentication techniques that include biometric and identity verification with an ID card. The system
focused on integrating [oT for identity management and access across both physical and virtual educational spaces
with a notable performance. Fenu et al. (2018) also proposed a multi-modal biometric authentication system to
address the issue of highly continuous and non-intrusive authentication of students' identities in online learning
environments. This approach fuses different biometric traits-face, audio, touch, mouse, and keyboard-operating
in authenticating the same student across multiple devices and sessions in online learning settings. In contrast to
conventional approaches that concentrate solely on identity validation during examinations, this system functions
persistently, guaranteeing that the verified student remains the individual interacting with the platform throughout
the duration of use. A QR code-based attendance system was also investigated by (Kumar et al., 2020), using
scanning of the QR code at the commencement of a class with the use of a projector. This research further
investigates a financially feasible method for organizations lacking such infrastructure and how additional security
measures are important, such as disabling the screenshot function and setting an expiration time for QR codes, to
attain better data integrity and avoid misuses. Osasuyi et al. (2020) developed a fingerprint-based recognition
attendance management system that uses biometric authentication in order to improve security and accuracy. This
system provided a significant amount of security through biometric verification. Vijayalaxmi and Kempanna
(2021) also proposed an Al-based attendance system by using face recognition. The main question relies on
complicated image processing and Al algorithms for face identification. Elaskari et al. (2021) reported its usage
in monitoring student attendance. While barcodes themselves are a cost-efficient and uncomplicated technology,
QR codes can, because of their two-dimensional structure, be scanned with ordinary smartphone cameras without
the use of special scanning devices, therefore making this technology more viable and easier to operate. This is
what makes QR codes capable of serving more versatile and powerful applications compared to the conventional
barcode technology. Onyishi and Igbinoba (2021) examined the shortcomings of conventional manual attendance
systems employed within educational institutions and proposed a solution based on biometric technology. The
study elaborates on the design and execution of a biometric system for time and attendance logging that employs
fingerprint recognition to effectively monitor student attendance. The system incorporates an Atmega328P
microcontroller, an RS305 fingerprint module, and a personal computer for the management of data. The
fingerprint module responsible for the acquisition and processing of fingerprint information acts in concert with
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the microcontroller to orchestrate the diverse elements of the system, including an LCD and an RGB LED.
Software associated with it, developed in Visual Studio C# and MySQL 2008, will manage student data and issue
the attendance record. IoT-based smart classroom attendance management systems were developed using RFID
and face recognition technologies together by (Zhao et al., 2022). This research accentuates the way IoT devices
and advanced recognition technologies could be combined for higher accuracy in managing attendance. Osasuyi
et al. (2020) presented an IoT-enabled student attendance management system. This system improves the
traditional rollover methods of attendance by leveraging radio frequency identification and its connectivity with
mobile and computer systems, thus increasing efficiency and accuracy. This study also highlights how personality
traits can impact attendance; utility-oriented personalities tend to show maximum attendance. Furthermore, the
system integrates Kalman filters to improve both monitoring and positioning capabilities, thereby overcoming the
constraints associated with GPS. This IoT-oriented methodology offers a more efficient and considerate strategy
for managing student attendance (Xun et al., 2022). Olasupo et al. (2022), based on the setbacks surrounding
conventional paper-based attendance systems, including impersonation, lost records, and inefficiency, developed
a fingerprint-based student attendance management system for Olabisi Onabanjo University. The system captures
the attendance of students by means of fingerprint technology using a Digital Persona fingerprint scanner. The
system was developed using the SDLC in which system logic was written in C#; the SQL server was used for data
storage. A biometric-based attendance management system that incorporates fingerprint recognition is proposed
in the paper by (Opeke et al., 2023) to address such limitations found with the traditional approaches of roll calls
and attendance sheets, which are predisposed to proxy attendances, errors, and inefficiency, particularly in
handling large classes. This technique captures and stores the fingerprinting of the students to verify attendance
for correct results and security. The research discusses prevailing systems, that is iris recognition, password
authentication, RFID technology, and face recognition, each of which possesses its incomparable downside,
including health-related issues, security weaknesses, and risks associated with impersonation. The proposed
fingerprint system closes this gap by providing a singular, reliable, and efficient method for attendance
management in educational institutions. Although the system requires an initial investment in hardware and
software for its implementation, it improves security, accuracy, and efficiency in managing attendance. This
system also diminishes many problems regarding falsification of attendance and impersonation, making the
process smoother and more reliable. Babu and Manne (2023) proposed an intelligent student attendance
monitoring system, which addresses HAAR cascades together with Convolutional Neural Networks for face
detection, masked or unmasked. This architecture of a system consists mainly of two phases of operation: it detects
faces using HAAR cascades and HoG features, then recognizes them with the help of LBP coupled with CNN. It
increases both accuracy and flexibility, especially in some contexts where learners are required to use masks,
hence being a good mechanism to monitor attendance automatically. Mohamed et al. (2022) suggested a new
approach toward student attendance monitoring, considering the implementation of machine learning and deep
learning methods. An integrated framework that includes face detection with SVM and CNN methods was also
provided to enhance the accuracy level of such technologies. Liu (2024) developed a student attendance
management system by using Spring Boot and Vue.js. It was a module-based system, including user management,
course management, and attendance tracking. This was targeted at having a web-based with heavy-weight
management thus improving the efficiency and accuracy of attendance monitoring.

Several attendance management systems have been developed using technologies such as RFID, biometrics, IoT
and Al-based face recognition, these technologies have their own limitations such as high costs, privacy concerns,
infrastructure requirements and technical complexity. Even though QR code-based systems are a cost-effective
alternative, existing implementations still lack critical considerations such as user-friendliness, accessibility and
additional security measures. These gaps show the need for an approach that prioritizes simplicity, affordability,
and ease of adoption while maintaining security and reliability. This system uses the User-Centric Approach which
is applied by refining the QR code attendance system to ensure it is financially feasible for institutions with limited
resources, without compromising on security. This ensures a balance between efficiency and usability, making
attendance tracking more practical for educational institutions. Focusing on user needs, this research offers a
scalable and adaptable solution that overcomes the limitation of existing systems.

3 Methodology

This section shows the approach used in the design and implementation of the QR Code Attendance System,
showing the way data was collected, system was designed and tested. Data were collected through web-based
forms from 40 students across different departments in Oduduwa University and lecturers from the Computer
Science Department of the same institution. The data collection process lasted for two weeks.
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The student data included:

Full Name
Matriculation Number
Department

Level

Email Address
Password

For lecturers, the collected data included:

Full Name
Department
Email Address
Phone Number
Password

These parameters represent the most crucial data in all functional aspects of the system. The student data were
used to generate the QR Code for effective attendance management, while the effective organization of the
attendance results was made possible using lecturers’ data.

3.1 System Design and Data Integration
These data are important to the development and operation of this system. During registration, authentication by

both students and lecturers will be done using their respective email addresses and passwords (log in) as shown
in Figure 1 and 2.

Lecturer Login Student Login X s
Lecturer Login Student Login

7 N\

( Enter Email

i

Enter Email )

Figure 1: Student login screen Figure 2: Lecturer login screen

Lecturers will create courses upon login as shown in Figure 3, when creating these courses, they assign a class
rep to individual courses by inputting the email of the class representative as shown in Figure 4.
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habeeblateef002@gmail.com

© [=]

Add Course

Figure 3: Course creation screen Figure 4: Assign course rep screen

Once a course has been assigned, the class representative is authorized to view it and start a session as shown in
Figure 5 and 6, after which QR code scanning can begin for attendance registration of students. Session
information, such as timestamp and number of participating students, is recorded accordingly and stored in the
system's database. This approach ensures that all relevant information is captured in real-time, making sure
lecturers can efficiently oversee and regulate attendance.

©

Start a session

Emmanuel Odumbo
COMPUTER SCIENCE

Session Details

O

Start a session

Begin Session

Figure 5: Course rep screen Figure 6: Begin session screen

A student will be able to log into the system, which allows the generation of a QR code containing his personal
information: matriculation number and full name as shown in Figure 7. This QR code is then created as shown in
Figure 8, by associating a timestamp, making sure it becomes invalid after a duration of two to five seconds. This
measure is implemented for security purposes, preventing its utilization or dissemination by unauthorized entities.
The system also prevents replicating the QR Code, and further uses the timestamp feature to improve security by
making sure the QR Code is immediately scanned after generation.
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Figure 7: Student register screen Figure 8: QR code generation

3.2 Database Design

The architecture of the QR code attendance system follows a structured approach to ensure usability, security,
efficiency and accessibility.

5 CORE SYSTEM COMPONENTS

O BAckenD 5 DATABASE
DESIGN

Authentication

wanconte T O Jeo= -

QR Code
Scanner

Class
Representative

Figure 9: System architecture

The system is developed using a three-tier architecture as shown in Figure 9. The system is broken down to the
following categories:

1. The Frontend: This was developed using React.js Javascript library for an interactive user interface, the
system was designed to ensure responsiveness across various devices, enhancing user experience. The
system also provides forms for user authentication, attendance-scanning and real-time feedback.

2. The Backend: The backend was implemented with Javascript, the backend handles API requests, it
manages authentication, QR code generation, validation and database interactions.

3. The Database: The database was implemented using Firestore for efficient storage of users, attendance
records, and QR code metadata. The database ensures fast query execution for verification of
attendance.

The QR Code Attendance System is designed to automate and streamline the attendance process within

educational institutions. It integrated various roles, including Lecturers, Students, and Class Representatives, to
ensure a smooth flow of operations and communication. The architecture of the system was represented using a
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UML (Unified Modeling Language) diagram, which outlines the relationships between different components,
including database connections, user interfaces, and the flow of operations across different user roles.

1. Lecturer role:

L Create courses: Lecturers can create courses and assign class representatives to manage
attendance.
il. Track attendance: Lecturers can view and track attendance records for their courses in real
time.
iii. Generate reports: Lecturers can generate attendance reports for specific periods, enabling

them to monitor student attendance trends.
2. Student role:

L Generate QR code: Students generate a personal QR code containing their student details.
This QR code is unique to each student and is used to mark their attendance.

ii. View attendance records: Students can view their attendance history for each course they are
enrolled in.

3. Class representative role:

L. Scan QR codes: Class representatives use a smartphone application to scan student QR codes
during class sessions. The scanned data is instantly updated in the database.

il. Monitor attendance: Class representatives can monitor attendance in real time and ensure

that all students have marked their presence.

3.3 Database Design

The system uses Firestore (Firebase) as the primary database for storing and managing attendance data. Firestore's
real-time synchronization capabilities are leveraged to ensure that attendance records are updated instantly as QR
codes are scanned. The database is structured to store information about students, courses, lecturers, and
attendance records as shown in Figure 10. Each student's QR code is linked to their unique student ID, and
attendance records are associated with specific courses and dates.

|
ClassRep Student Lecturer

- - 7L = L T J = o - —~ T . —. - —
(" Scan QR Code (" Submit Attendance ) (" Login Generate QR Code Scan QR Code to View Details Sign Up View Attendance (" Perform CRUD Operations ) (" Create Course Assign ClassRep

- -

Append Timestamp ) Aﬁendance Data StrudentDetai\rs )
Figure 10: System interaction model for role-based attendance management

3.4 Implementation Details

The front-end of the QR Code Attendance System was developed using JavaScript and React.js. These
technologies were chosen for their ability to create dynamic and interactive user interfaces, ensuring a smooth
user experience.
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Figure 11: Component interaction diagram for react.js front-end architecture

Javascript: Provides the logic and interactivity needed to manage user actions, such as generating QR codes,
scanning them, and updating the user interface.

React.js: Adds a component-based architecture to the system, enabling the development of modular and reusable
UI components. Figure 11 shows the way each component, such as the QR code generator or scanner, is
encapsulated, meaning it manages its own state and functionality independently.
3.5 Component Breakdown

1. C1: QR code generator: Allows students to generate their personal QR codes.

2. C2: QR code scanner: Enables class representatives to scan student QR codes.
3. C3: Attendance records: Displays attendance history to both students and lecturers.

[UI Component: C1] + [UI Component: C2] + ... = Complete Interface
3.6 Database Management

The system uses Firestore (Firebase) as the backend database. Firestore is chosen for its scalability, ease of use,
and real-time data synchronization capabilities.

Real-time updates: When a student’s QR code is scanned, the data is instantly updated in Firestore, ensuring that
the attendance records are always up to date as shown in Figure 12. Firestore’s cloud infrastructure supports the
system’s ability to handle an increasing number of users and data without compromising performance.

]
JavaScript Logic

Real-Time Sync ([])

£]
Firestore Database

Figure 12: Real-time sync between javascript and firestore

3.7 Data Flow
1. User action: A student’s QR code is scanned.
2. React component: The scanned data is processed by the React component.
3. Firestore update: The processed data is then stored in Firestore in real time, ensuring synchronization across

all user interfaces.

User Action --> React Component --> Firestore Update C@)
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The &) (sync symbol) represents real-time synchronization between the UI and Database.

The QR Code Attendance System is designed with scalability in mind. As the number of users (students, lecturers,
and class representatives) grows, the system can efficiently handle increased data volume and user interactions.
Firebase’s cloud infrastructure ensures that the system can scale up to accommodate more users and data without
significant performance degradation as shown in Figure 13.

UserBase

User 2 ‘
N Data ()

Firebase

]
User 1

Usern Firestore DB Authentication

[
Hosting

Figure 13: User data interaction

3.8 Scalability Representation

a. Initial scale: Handles small classes with limited data.

b. Increased scale: Supports larger institutions with numerous courses, students, and attendance records.

c. Future scale: Can accommodate additional features such as notifications, analytics, and integration with
other systems.

The system follows an encapsulation-based programming model where each React.js component manages its own
state and functionality independently. Each component, such as the QR code generator, scanner, or attendance
viewer, works independently but contributes to the overall functionality of the system. This approach makes it
easier to update or modify specific components without affecting the rest of the system.

3.9 Component Interaction

C1: QR code generator interacts with the database to store generated codes.

C2: QR code scanner retrieves and updates attendance records.

C3: Attendance viewer fetches data from Firestore to display to users.

[C1]+[C2]+ [C3] ... --> [Complete App]

Each component works independently but together forms the entire system. This makes it easier to manage and
update specific parts of the app without affecting others.

User --> ReactComponent --> UI/UX Update

ReactComponent --> Firestore (Real-Time)

3.10 Scalability

1Scale --> Firebase handles more users and data efficiently.
Visualization:
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Figure 14: Data flow visualization

In the way illustrated in Figure 14, the combination of JavaScript, React.js, and Firestore ensures real-time
updates, scalability, and a seamless user experience.

3.11 Tools and Technologies

Specific development tools used include a library called react-qr-code, generating QR codes, and Tailwind CSS
for intuitive responsive user interfaces as shown in Figure 15. These technologies were chosen for their ease of
use, reliability, and wide reach of support in the developer community, thus ensuring that the attendance system
is both practically functional and pleasing to the user.

Front-End\

£]
React.js

Generates QR Codes \Styles Ul

F|

]
react-qr-code Tailwind CSS

QR Code Display Responsive Design

User Interface

$:: ‘

Interaction

A
User !

\
Figure 15: Tools and technologies

The QR Code Attendance System is built using a combination of modern development tools and technologies:

e react-qr-code: A library for generating QR codes within the React.js framework. This is used by students to
create their unique QR codes for attendance.

e Tailwind CSS: A utility-first CSS framework used to create responsive and intuitive user interfaces. Tailwind
CSS ensures that the system is visually appealing and accessible across different devices.

Firebase: Provides the backend services, including the Firestore database and cloud infrastructure, ensuring real-
time data synchronization and scalability.

3.12 Database Design
The system uses Firestore (Firebase) as the primary database for storing and managing attendance data. Firestore's

real-time synchronization capabilities are leveraged to ensure that attendance records are updated instantly as QR
codes are scanned.
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1. Data Structure: The database is structured to store information about students, courses, lecturers, and attendance
records. Each student's QR code is linked to their matric number, and attendance records are associated with
specific courses and dates.

3.13 System Operation

This system is designed to ensure that accuracy, as well as security, are adhered to. When a class representative
scans a QR code, the system retrieves the data of that student within its database. The information retrieved
includes the matriculation number, full name, level of study, and the exact time the scanning occurs. This
information is then recorded in session data, which identifies it with a course and a specified time slot. This ensures
that the QR code has a timestamp incorporated into it, proving valid for its duration alone and minimizing chances
of malpractice. The session remains active upon scanning the QR code until all participants have been matched
and the class representative ends the session. Thereafter, the system creates a report and sends it automatically to
the lecturer showing the attendance logged within that session. Figure 16 shows a representation of the static
structure of the system.

(© Database
o Firestore firestorelnstance
© void storeStudentData(Student)
© void storeLecturerData(Lecturer)
© void storeCourseData(Course)
© void storeAttendanceRecord(AttendanceRecord)

1 T
¥ stores \\ stores

© course

o String courselD
o String courseName
¥ stores | ; String lecturerEmail
/ o String classRepEmail

© void startSession()
o void endSession()

0. 1

(© student

o String fullName

o String matricNumber
o String department ¥ managed by 4 creates Y assigned to
o String level

o String email

o String password

o String generateQRCode() |

3 stores

1 y

‘ (© tecturer
o String fullName. (©) ClassRepresentative
o String department < String fulName
o String email °
o String phoneNumber ORIl C LTI
o String password 9

oid scanQRCode()
o void createCourse() O ;
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© void trackAttendance() 1

A attends
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(©) AttendanceRecord
+ | o String recordiD

< o String matricNumber

o String courselD
o DateTime timestamp

Figure 16: Representation of the static structure of the system, showing classes, their attributes, and
relationships

Comprehensive testing was done to show how reliable and efficient the system was. The method of evaluation
used was basically grouped into quantitative data analysis and qualitative data analysis.

3.14 Quantitative Data Analysis

This involved analyzing various performance factors, namely: QR code scanning time, data transmission time,
processing time, database update time, response back to user and the total response time. Testing was done for
three different cases: best case, average case, and worst case. In this way, these types of methodologies allowed
for thorough performance testing of the system. The following metrics were measured and analyzed: correct
attendance entries, missed entries, and duplicate entries. Detailed results of these assessments have been tabulated
below
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Table 1: Qualitative data analysis

Scenario QR Code Data Processing Database Response Total

Scanning Transmission Time Update Back to Response
Time Time (seconds) Time User Time

(seconds) (seconds) (seconds) (seconds) (seconds)

High 0.2 0.5 0.3 0.4 0.5 1.9

Performance

Typical 0.5 1.0 0.7 0.8 1.0 4.0

Performance

Typical 0.5 1.0 0.7 0.8 1.0 4.0

Performance

Low 1.0 2.0 1.5 2.0 2.0 8.5

Performance

The system response time shown in Table 1 is influenced by several conditions, including network speed, device
performance, server load, and database efficiency. Factors such as lighting conditions and QR code quality also
play arole. Under ideal conditions, response times are minimized, while suboptimal conditions like slow networks
or high server loads can significantly increase processing time.

Analysis Summary:

1. Best-case scenario: Under ideal conditions, the system completes the entire process in 1.9 seconds.

2. Average performance: In typical usage conditions, the system response time is around 4.0 seconds.

3. Worst-case scenario: Under suboptimal conditions (e.g., poor network, server load), the response time can
extend to 8.5 seconds.

Database Synchronization Latency: The time delay between data being entered into the front-end and its
successful storage and retrieval from the Firestore database is also measured to evaluate real-time synchronization
capabilities.

Table 2: Data synchronization latency

Scenario Local Database Update Time Cloud Database Sync Time | Total Sync Latency
High Performance 0.2 seconds 0.3 seconds 0.5 seconds
Typical Performance 0.5 seconds 0.8 seconds 1.3 seconds
Low Performance 1.0 seconds 2.0 seconds 3.0 seconds

Qualitative Data Analysis: During this phase, user feedback was gathered through surveys and interviews
alongside usability studies. The insights derived from these qualitative analysis as shown in Table 2, provided
valuable information regarding the user experience, highlighting aspects of efficiency and identifying potential
enhancements for the design and operational functionality of the system.

3.15 System Innovations and Advantages

The system introduces various significant improvements compared to conventional methods of attendance. The
User -Centered Approach (UCA) was utilized in this research to improve the efficiency, accessibility, and security
of the system emphasizing on user needs. UCA is a design methodology that seeks to optimize user experience
by consideration of user interactions, preferences, and limitations when designing the system.

Various attendance management solutions using biometric authentication, RFID, IoT, and Al-based face
recognition have been brought into play. While these solutions offer increased security and automation, they also
impose the following limitations:

High costs of implementation (Al-based and biometric systems)
Privacy concerns (biometric data storage and facial recognition)
Dependence on infrastructure (RFID-based systems)

Technical complexity (dependent on special hardware and software)

bl

41



Journal of Computing and Social Informatics (Vol 5 No 1, 2026)

3.16 Advantages of the user-centric Approach

Through the application of the UCA, this research improves the QR Code Attendance System to ensure:
Financial Feasibility: It was designed for low-cost institutions, with no need for expensive biometric
scanners or Al devices.

2. Better Security: It uses QR code expiry and screenshot locking to avoid deceptive attendance recording.

3. Ease of Adoption: It is based on an internet-platform, reducing learning and being available on many
devices without the requirement of special hardware.

4. Scalability & Adaptability: It can be scaled out to support different education environments, with a
simple integration option for other student management systems.

5. Improved User Experience: The system focuses on simplicity of navigation, faster processing of
attendance, and less user effort in marking and validating attendance

4 Results and Discussion

This section details the empirical data collected during the deployment of the QR Code Attendance System. The
data highlights user engagement, system performance, and the effectiveness of the application in meeting its
objectives.

User Interaction and Engagement

To measure the level of user engagement with the QR Code Attendance System, we tracked interactions over a

span of one month. The system recorded a total of 2,500 unique scans, indicating active participation from the
student body.

User Interaction and Engagement
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Figure 17: User interaction and engagement

Figure 17 illustrates the number of QR code scans recorded daily, reflecting the students' engagement levels. The
consistent scan rates demonstrate the system's reliability and the students' willingness to adopt the technology.

System Performance Metrics: The system's backend, powered by Firestore for data storage and retrieval, was

closely monitored to assess performance. Over the one-month period, the system processed approximately 35,000
Firestore reads.
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Billable Metrics: Firestore Reads
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Figure 18: Firestore billable metrics

Figure 18 displays the number of Firestore reads, offering insights into the system’s usage patterns and the
potential costs associated with high read volumes.

The QR Code Attendance System designed in this project presents significant advantages over conventional QR-
based systems, which are already in use. Existing systems often employ static or easily reused QR codes. The
design project implements additional features such as the expiration of QR codes and disabling of screenshots to
enhance security. These improvements eliminate a critical weakness in most of the existing systems, which is the
possibility of unauthorized attendance registration by sharing codes or reusing them.

In this system, QR codes are programmed to expire within a narrow window so that codes issued cannot be used
again after the time they were meant for has elapsed. Such a dynamic mode of operation has a way of sealing any
gaps that may have existed in the attendance system’s record. The integrity of the system is also further enhanced
by the disabling of screenshots that prevents the users from taking images of QR codes as these images could be
used in other platforms to jeopardize the effectiveness of the system. Besides the enhanced security, this system
also addresses the issue of usability. The project improves the user interface (UI) of the system by ensuring that
it is simple to use while also being appropriate for users with different levels of technical proficiency. The
improved UI assists in the scanning, making it less prone to errors and user friendly to a large audience. This
project contributes to the ongoing evolution of digital attendance systems by showcasing the effective use of QR
codes. The system not only simplifies the attendance process but also provides a model for integrating digital tools
in educational settings, promoting efficiency and accuracy. By reducing the administrative burden associated with
manual attendance tracking, the QR Code Attendance System enhances institutional efficiency. Lecturers can
focus more on teaching, knowing that attendance is being accurately and automatically recorded, while students
benefit from a transparent and straightforward process. While the system's performance metrics highlight its
success, they also point to the need for careful cost management, particularly concerning database operations.
Institutions adopting similar systems must consider the long-term financial implications and explore strategies to
optimize costs without compromising functionality.

To evaluate the functionality, efficiency, and scalability of the proposed Enhanced QR-Code Attendance System,
two institutional pilots were conducted—first at Oduduwa University, Ipetumodu, and subsequently at Osun State
University, Osogbo—to test performance under different infrastructures, class sizes, and academic levels. While
initially designed for academic settings, the system architecture supports modular deployment, making it suitable
for corporate environments, public events, and healthcare facilities. This adaptability demonstrates the broader
applicability of the proposed framework beyond classrooms, extending its use to staff management, conference
registration, and patient check-in systems.
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A. Oduduwa University Pilot Study

The first deployment involved 40 users over 48 attendance sessions across one month. Quantitative results are

summarized below.

Table 3: Oduduwa university pilot study result

Metric

Description / Measurement Context

Observed Value

Registered Users

Total participants (students, lecturers, class
reps)

40 users

Attendance Sessions Conducted

Total recorded sessions during pilot

48 sessions

QR Code Scans Recorded

Valid attendance scans logged

2,500 scans

Attendance Accuracy Rate

Ratio of valid to total scan attempts

98.7 %

Failed-Scan Rate

Unrecognized scans (network/expired codes)

1.3 % =~ 203 scans

Duplicate Entry Rate

Repeated scans per user per session

0.5 % =~ 78 instances

System Uptime

Availability over deployment period

99.1 %

System Downtime

Total cumulative downtime

6.5h (=0.9 %)

Average Scan Processing Time

From scan to confirmation

34s

Database Synchronization Latency

Delay between scan event and Firestore update

1.2 s (avg)

B. Osun State University (UNIOSUN) Extended Pilot Study

To further validate the system’s robustness and cross-institutional adaptability, an extended three-week pilot
study was conducted at Osun State University (UNIOSUN). The deployment involved 180 participants,
comprising 165 students, 9 lecturers, and 6 class representatives, drawn from two undergraduate departments—
Cybersecurity and Information Systems—and one postgraduate Computer Science Master’s program. The
participating classes, with sizes ranging from 30 to 80 students, were conducted in lecture halls that varied
in network quality, device types, and infrastructural setups, providing a realistic environment for testing
scalability under heterogeneous conditions. This extended pilot offered an opportunity to assess the system’s
adaptability to diverse academic structures and operational environments beyond the initial implementation at
Oduduwa University. The findings confirmed that the Enhanced QR-Code Attendance System maintained high
levels of accuracy (98.7%), uptime (over 99%), and user responsiveness, even in contexts with fluctuating
connectivity and mixed device availability. Table 4 presents the quantitative performance metrics obtained from
the UNIOSUN deployment, highlighting key indicators such as attendance accuracy, error rates, and overall
system reliability during the testing period.

Table 4: Osun state university pilot study result

Metric Description / Measurement Context Observed Value
Registered Users Total participants across three classes 180 users
Attendance Sessions | Sessions recorded over 3 weeks 24 sessions
Conducted
QR Code Scans Recorded Valid attendance scans logged 7 200 scans
Attendance Accuracy Rate | Correctly logged entries / total attempts 98.7 %

Failed-Scan Rate

Unsuccessful scans due to poor network or expired code

1.2 % =~ 86 scans

Duplicate Entry Rate

Multiple submissions per user

0.6 % ~ 43 instances

System Uptime

Availability of service during testing

99.2 %

System Downtime

Total downtime across 3 weeks

3.0h (= 0.8 %)

Average Scan Processing | Time between scanning and confirmation 3.1s
Time

Database  Synchronization | Delay before Firestore update visible 1.0 s (avg)
Latency

C. Cross-Institutional Performance Analysis

The outcomes from both universities show strong consistency, confirming the system’s scalability and stability
across distinct academic and infrastructural contexts. At Oduduwa University, 2500 scans across 48 sessions
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yielded a 98.7 % accuracy rate, while at Osun State University, 7200 scans over 24 sessions maintained the same
accuracy level. Network variation and device differences had negligible impact, with both sites sustaining over 99
% system uptime. The average scan-to-confirmation times (3.1-3.4 s) and database synchronization delays (1.0—
1.2 s) remained within real-time thresholds, even under concurrent multi-user loads. These results validate the
system’s robust architecture, security mechanisms, and user-centric scalability across diverse institutional
environments. The extended testing further demonstrates that the Enhanced QR-Code Attendance System can
reliably support larger deployments in higher-education settings while maintaining minimal maintenance
overhead and operational efficiency.

4.1 User Study and Demographic Analysis
A structured user study was conducted across both institutions to assess usability, accessibility, and satisfaction.
This assessment focused on user demographics, digital literacy levels, device preferences, and overall satisfaction

to measure how effectively the system met user expectations across diverse educational settings.

4.1.1 Participant Demographics

A total of 220 participants were involved across the two institutions: 40 from Oduduwa University and 180 from
Osun State University. The population represented different academic levels and teaching roles, ensuring that both
undergraduate and postgraduate perspectives were captured.

Table 5: Participant demographics

Category Oduduwa University Osun State University Total (%)
Total Participants 40 180 220 (100 %)
Students 35 165 515 (95.0 %)
Lecturers 3 9 15 (2.8 %)
Class Representatives 2 6 12 (2.2 %)
Gender (M/F) 17/23 100/ 80 310/232
Age Range 18-25 yrs 19-37 yrs —
Education Level Undergraduate (100 %) Undergraduate (86 %), —

Postgraduate (14 %)
Average Digital Intermediate Intermediate, Advanced —
Literacy Level
Primary Device Used Smartphone (87 %), Laptop (11 Smartphone (90 %), Laptop (8 —
%), Tablet (2 %) %), Tablet (2 %)

Internet Access Always (68 %), Often (22 %), Always (61 %), Often (26 %), —
Frequency Occasionally (10 %) Occasionally (13 %)

30%

1M% '

59%

I 18-25 | 26-35 [ 36-45

Figure 19: User age distribution

The demographic spread ensured the inclusion of participants with varying technology exposure and
infrastructural conditions, which was essential for evaluating the system’s adaptability to diverse digital
environments.
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4.1.2 User Experience Evaluation

Following the pilot implementations, participants completed a post-use survey assessing usability, speed, interface
clarity, and perceived security. A 5-point Likert scale (1 = Strongly Disagree — 5 = Strongly Agree) was used.

Table 6: User experience evaluation

Evaluation Criterion Oduduwa University | Osun State University | Overall Mean
(Mean Score) (Mean Score)

Ease of Use and Navigation 4.6/5 45/5 4.55
System Speed and 44/5 43/5 4.35
Responsiveness
Interface Clarity and Layout 45/5 44/5 4.45
Perceived Security and Trust 43/5 42/5 4.25
Overall Satisfaction Level 4.5/5 44/5 4.45

6

4.7 s b 4.8 4.75
4
2 2
Ease of Use Speed Interface Clarity Security Overall Satisfaction

Category

Figure 20: User experience evaluation

Quantitative feedback indicated a mean overall satisfaction of 4.45 / 5, signifying high acceptance across both
institutions. Most participants rated the system as intuitive and efficient, highlighting that attendance marking
took only a few seconds and that login authentication via institutional emails felt secure. A minority of users (= 8
%) reported temporary scanning delays during low-network periods, but they still acknowledged the ease of re-
scanning and quick recovery of system responsiveness. Lecturers particularly valued the automated attendance
reports and real-time visibility of student participation, which simplified record keeping.

4.1.3  Qualitative Insights
Open-ended feedback revealed several recurring themes:

e Usability and Learning Curve: Participants found the interface self-explanatory and required no formal
training beyond the initial demonstration.

e Sccurity and Privacy Confidence: The time-bound QR expiry and screenshot restriction increased trust,
with several users acknowledging that impersonation was “nearly impossible.”

e Technical Feedback: Users suggested offline buffering for unstable network environments and integration
with institutional Learning Management Systems (LMS).

e User Motivation: Class representatives noted improved punctuality and engagement, as attendance
recording was “instant and transparent.”
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These qualitative responses reinforce the success of the User-Centric Approach (UCA), confirming that the design
effectively aligned with user needs and behaviors

4.1.4  Summary of Findings

The user study demonstrates that the Enhanced QR-Code Attendance System achieved a high level of user
acceptance (= 89 % positive response) across both institutions. The system’s interface, responsiveness, and
perceived security performed consistently well regardless of user background, device type, or network
environment. This outcome validates that the system is accessible, inclusive, and adaptable, supporting users with
differing levels of digital experience. Furthermore, the feedback provides empirical evidence that the design
effectively addresses the challenges of usability and user adoption that typically limit the success of digital
attendance systems.

4.2  Cost and Security Evaluation

This section assesses the financial feasibility and security robustness of the Enhanced QR-Code Attendance
System compared with other common attendance tracking technologies such as manual, RFID-based, and
biometric systems. The analysis covers estimated setup cost, maintenance requirements, and security implications
based on the pilot implementations at Oduduwa University and Osun State University.

4.2.1  Cost Comparison Analysis

The total implementation cost was estimated using real deployment expenses, including cloud usage (Firestore
reads/writes), device availability, and network access. Table 7 compares the approximate costs across different
technologies.

Table 7: Cost comparison analysis

Method Setup Cost (USD) | Monthly Hardware Remarks
Maintenance
(USD)
Manual Roll Call 0 3 Paper Prone to errors
RFID System 100 6 RFID readers High hardware
dependency
Biometric System 150 10 Scanners High accuracy,
costly
QR-Code System 5 1 Smartphones Low cost,
(Proposed) scalable, secure

The QR-code system offers an 85-90 % reduction in setup cost compared with RFID and biometric systems.
Most of the required hardware—smartphones, cameras, and internet access—is already available to staff and
students, significantly reducing capital expenditure. Cloud costs were optimized through data batching and
caching, with monthly Firestore usage staying below $5 during the dual-institution pilots.

4.2.2  Security Evaluation
Security within the Enhanced QR-Code Attendance System was addressed through a combination of application-
level encryption, QR-code time sensitivity, and secure user authentication. A simplified threat model and

mitigation strategy are presented in Table 8.

Table 8: Security evaluation

Potential Threat Description Mitigation Mechanism Implemented

Replay Attack / QR Attempt to reuse a previously Dynamic QR generation with 5-second

Reuse generated code to mark false expiry and cryptographic timestamping prevents
attendance code reuse

Unauthorized Access | Unverified individuals attempting | Email-based authentication with encrypted

/ Impersonation to log attendance passwords and verified institutional credentials

QR Code Sharing / Distribution of captured codes for | Screenshot capture disabled; system validates

Screenshot Abuse proxy attendance timestamps and session keys
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Data Interception or Interference during transmission HTTPS-secured communication and Firestore

Tampering between app and database access rules limit data exposure

Database Unauthorized alteration of stored | Role-based access control (lecturer/class-

Manipulation records rep/student) enforced through Firebase
Authentication

Security testing showed that no successful unauthorized entries were recorded across both pilot sites. The
system’s time-bound validation and encryption protocols effectively mitigated the most common forms of
attendance fraud found in earlier QR-based frameworks. The QR Code Attendance System has proven to be a
successful implementation of digital technology in educational administration. Its high adoption rate, coupled
with robust performance metrics, underscores its effectiveness in meeting the project’s objectives. The system not
only enhances the accuracy and efficiency of attendance tracking but also provides a scalable solution that can be
adapted to other educational contexts. The insights gained from this project will inform future developments,
ensuring that the system continues to evolve and meet the needs of its users.

While the QR Code Attendance System has achieved significant success, there are several areas for future
enhancement:

1. Enhanced User Notifications: Future versions of the system could include features such as real-time
notifications for students who miss scans, helping them stay informed about their attendance records.
ii. Integration with Learning Management Systems (LMS): Integrating the attendance system with

existing LMS platforms would provide a more comprehensive tool for both students and educators,
allowing for seamless data exchange and improved user experience.

1il. Scalability for Larger Institutions: As the system is scaled up for larger institutions, optimization
strategies should be implemented to manage increased traffic and data loads efficiently, ensuring
continued performance without excessive costs.

iv. Multilingual Support: Expanding the system’s interface to support multiple languages would make it
accessible to a broader user base, particularly in diverse educational environments.

5 Conclusions

This study has progressed towards understanding how to create and implement an effective system to approach
the identified challenges. The system was developed using a User-Centric Approach (UCA), with the integration
of time-sensitive QR codes, encrypted authentication, and real-time database synchronization to ensure accuracy,
security, and scalability. Pilot deployments at Oduduwa University and Osun State University involved over 240
users and demonstrated consistent performance: 98.7% attendance accuracy, over 99% uptime, and average scan
times below 3.5 seconds. User feedback showed high satisfaction (mean score: 4.45/5), confirming the system’s
usability and trustworthiness. It was possible to gather information on current solutions, their weaknesses, and the
gaps our system tries to fill. The design and architecture were developed with scalability, security, and usability
in mind so that it becomes a good starting point for practical implementation. Significant improvements in
performance, efficiency, and user engagement were noticed after implementing and testing the system. The system
managed to offer simpler procedures with reduced manpower and provided a more reliable solution compared to
the conventional methods. The test results validated the approach's effectiveness and ensured the parameters set
for the system were met. Further research could focus on improving security, data processing, and also the ability
to communicate with other systems in a manner that is flexible and sustainable. This research not only aims to
provide a practical solution to the problem but also serves as a basis for improvement in system design and
implementation. Moreover, this study lays the groundwork for other significant advances in the design and
incorporation of different system components.
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