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Abstract - Unmanned Aerial Vehicle (UAV) is a utility tool created to provide a simple task and provide an
important impact in matters of national defence, especially on the military side to monitor terrorists in camp
areas and also on the borders of the country, to preserve the well-being and prosperity of the people in our
country is always guaranteed. However, UAVs have been misused by certain parties to fulfil their interests.
This lack of integrity in the use of UAV equipment should be curbed so that it does not continue with proper
disclosure and understanding. Every day, various issues arise due to the misuse of technology, which will
affect society and the country. Therefore, the government is making every effort to deal with the problem
because the limited awareness of the use of UAVs is very worrying, especially the monitoring from the
authorities. The authorities should also play an important role in enacting regulations and laws against those
who misuse these UAV devices.
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1 Introduction

Unmanned aerial vehicles (UAVs) are being used more and more every day. Now there are many models of UAVs
because of demands for monitoring work for organizations such as agriculture, development, military, network
services, traffic control, real estate, delivery of medical supplies and so on in facilitating business using UAV
tools (Gromada & Stecz, 2021). Nevertheless, there are a few irresponsible parties who misuse UAV equipment
for other uses such as espionage which can disturb the peace and privacy of other individuals, leading to sexual
harassment more extreme at the moment, hacking such equipment is becoming more and more common. This
matter should be given attention by the authorities by enacting new regulations and laws to deal with this non-
permanent problem (Pan et al., 2022).

Various new models of UAVs are being created and marketed according to the demands of specific users or
organizations in addition to current technology specifications. The market value of UAVs also depends on the
quality of the features found on the vehicle, the more sophisticated the features found in the use of the UAV, the
higher the market value, and it also depends on the size of the design and the ability of the UAV to bear the load
carried. These UAVs are common in other countries where they are used as a service to deliver supplies to those
living in high-rise apartment buildings (Asghar Khan et al., 2022).

Therefore, with the availability of UAV technology, those who use it should have adequate awareness to avoid
misuse. Nowadays, it is more about the parties’ understanding of the use of these UA Vs for cyber security (Haider
et al., 2022). The authorities must take various steps before the organization owns this UAV. They should know
more about it, for example, place a license on the owner of this UAV. Although it looks like a machine, this UAV
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does not have a driver but is controlled using various types of remote-control devices which can lead to misuse of
the UAV (Wu et al., 2022). We can see in the diagram below an example of a basic UAV control.

In the current technology of IoT and Industry 4.0, UAV is a network that gathers data from IoT devices in other
words, it has been implemented into one of today's technology networks, namely Green IoT and B5G (Beyond
5Q) at the same time it makes the world smarter in crossing the telecommunications network, therefore this truth
has been explained through the article "Ad Hoc Network" which describes how UAVs are used in today's network
services (Tomaszewski et al., 2022; Alsamhi et al., 2021).
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Figure 1: Basic and generic architecture of UAV

The rest of the paper is organized as follows: The abstract is in the first part and Section 1 provides a brief
introduction to Unmanned Aerial Vehicle’s general overview. Section 2 discusses the literature review which
includes a summarization of 10 articles. Section 3 discusses the taxonomy of technology from perspectives of
attacks and techniques used to mitigate attacks. Section 4 elaborates on research trends, and challenges faced by
this technology and predicts future research directions. Finally, conclusions are made in Section 5 followed by
acknowledgement and references.

2 Literature Review

Alrefaei et al. (2022) examine the effects of UAV wireless network's jamming and spoofing assault as well as the
earlier traditional security detection and defensive mechanisms. It also discusses the advantages of deep learning
technology and demonstrates how it may be used to safeguard UAV networks. The UAV demonstrates its
adaptability to usage and application for various tasks. The performance of the UAV system degrades due to
threats that might affect natural UAV communication connections. The adversary discovered that it is simple to
carry out their easy task by listening to the transmission data. This article discusses several assault defence
strategies and threat detection methods.

This study suggests BISSIAM, a unique framework that can recognise UAVs' existence, varieties, and operational
modes (Li et al., 2021) this sentence is incomplete. A sampling procedure is provided to maximise the training
sample size without sacrificing model correctness or training effectiveness. Also, to detect unseen UAVs without
retraining the entire model, developing a similarity-based fingerprint-matching approach this sentence is
incomplete. The results of the experiments demonstrate that the method beats existing baselines and can detect
UAVs with 92.85% accuracy in unsupervised learning settings.

Li et al. (2020) discuss physical layer security problems in unmanned aerial vehicles (UAVs) communication
networks. An iterative technique is suggested to achieve this goal by simultaneously optimising the trajectory and
transmit power of the two UAVs. Simulation results show that, compared to the standards, the suggested system
may significantly increase secrecy rates. Simulations showed that the suggested optimization technique presents
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more desirable flying trajectories compared to the benchmarks and may greatly increase the system secrecy rate
performance.

In the article by Abhishek et al. (2022), UAV-aided networks introduced the Malicious Aerial Vehicle Detection
(MaDe) lightweight data integrity preservation technique. Every sensor in MaDe periodically sends out a feedback
packet. MaDe will spot any UAV tampering with the packets which carry authentication on each packet sent or
received by the sensor and base station. None of these computationally intensive cryptographic methods is used
to do this. MaDe delivers much lower overhead and latency than existing techniques, according to communication
overhead and latency measurements. The outcomes demonstrate MaDe's exceptional effectiveness in detecting
data tampering attempts and identifying rogue UAVs.

In the article by Yang et al. (2022) the security concerns and solutions for the Internet of Things are thoroughly
reviewed, along with the security needs specific to the Internet of Things and the most recent developments in
oD security research. A variety of significant security technologies are examined in this analysis, with a focus on
authentication methods and blockchain-based systems. The researchers outline the difficulties that existing
approaches confront and suggest future IoD security research options based on a thorough review. This study
reviews security vulnerabilities in the IoD discusses solutions already in place, and analyses the difficulties that
IoD security faces. Although there are other defences and fixes, this research focuses on two key strategies:
authentication and blockchain-based methods.

Maikol et al. (2021) suggest a brand-new authentication method for mobile users of cloud computing. The
suggested remedy uses a key agreement mechanism with two layers of protection. The impersonation attack and
MITM can be reduced, according to a thorough review of the current authentication technique and the suggested
scheme. As it offers mutual authentication between sender and recipient, it helps to lower the danger of
impersonation attacks. The likelihood of MITM will be reduced since the domain parameter used to generate the
digital signature is chosen at random. The suggested remedy will entice more studies into cryptography-based
two-layer security by researchers. The investigation demonstrates that these techniques would significantly
improve and reinforce the medical system's data protection security.

3 Taxonomy

In this taxonomy, some things will be expressed in the awareness of the use of UAVs that are a weakness to the
country's cyber security that refers to attacks and also techniques to repel from attacks:

3.1 Cyber Attack

A statement, in an article by Khoei et al. (2022) is a fraudulent attack through the GPS signal that can direct the
UAV to lose control of the owner who will be disturbed by hackers who may once intend to steal the UAV from
its original owner. According to Yang et al. (2022), the effort of hackers who want to hack specific organizations
such as the military through IoD is very worrying when they can penetrate cyberspace through UAVs that are
being done by the army. Similarly, Alrefaei et al. (2022) state that the hacker's act of jamming and spoofing is
through the communication network of the UAV control device, and the hacker will penetrate the database in an
organization. According to Pan et al. (2022), the hacker will turn off the cellular network which is the cellular
service installed on the UAV itself as soon as the hacker can penetrate the network into the user's device that
currently has a line with the UAV's cellular network. In addition, Abhishek et al. (2022) state that hackers will
access data through UAVs in cyber data space, and it is very dangerous if hackers successfully enter this cyber
data space.

3.2 Techniques Used to Mitigate Attacks

There are several methods and techniques to reduce attacks from hackers, namely, through the Classification
Group Tree method and also the Regression technique that can detect the actions of hackers who want to hack
through the UAV communication network (Khoei et al., 2022). On the other hand, Yang et al. (2022) suggest
improving IoD techniques on UAVs by applying authentication techniques and block-powered schemes to avoid
hacker attacks. According to Asghar Khan et al. (2022), a method of increasing the application of the
authentication scheme is hyperelliptic curve cryptography (HECC), a technique aimed at digital signatures in
preserving the privacy of the UAV user itself. Another technique is applying Blockchain Technology to UAVs
(Tan et al., 2022) by storing UAV verification information at a low cost to industries and organizations that use
these UAVs. Qiu et al. (2020) suggest applying blockchain on UAVs by increasing the chain spectrum on cellular
networks installed on UAVs. The spectrum-sharing technique on UAVs stated in the article by Li et al. (2020) is
designed to combat the eavesdropping of system secrecy and to further optimise the trajectory in further increasing
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the rate of secrecy with benchmarks. The method in the article by Na et al. (2022) further optimizes the trajectory
in UAV communication that provides Internet of Things (IoT) resources to the community whose mobility has
been installed on the UAV and with the results of the researcher's study of this article, it further increases the
confidentiality of the IoT user's information itself.

4 Research Trends

The awareness of UAV users is to provide an understanding of using UAVs today, as stated in the article by
Durfey and Sajal (2022), this UAV is a machine that can change the world today towards danger in putting an
individual at risk involving the country. This article has researched the issue of cyber threats with the efforts of
researchers so that the users of this UAV are safe from any cyber threats. Abhishek et al. (2022) stressed that the
lack of integrity of data and information in the country should be curbed so that it does not leak to irresponsible
parties, even though with the current technology, the country's cyber security should be tightened against any
threat. While Lu et al. (2022) emphasized that the repeated algorithm is safe if it is applied to the use of UAVs,
and this shows that this should be applied in the awareness course of the use of UAVs nowadays to be better
understood.

Sun et al. (2022), noted that network collaboration is more secure in the use of this UAV because it has the
characteristics of secure and energy-efficient communication multi-objective optimization problem (SECMOP)
which can guarantee the safety of the community and the country. According to Ferrao et al. (2020), to increase
the productivity and economy of the country, there are increasing market demands for UAVs because they greatly
facilitate business for industries and organizations that practice the use of UAVs in addition to improving the
characteristics of safety features for UAV users from time to time the original sentence is too long and confusing.
Therefore, the awareness of the use of UAVs should be evaluated for the weaknesses and also the ability of these
UAVs to be used in the future because the safety of the community and the country should be emphasized so that
it is guaranteed and safe to be used in various sectors in the country today Chaari et al. (2020).

S Challenges

In the challenge of giving awareness to UAV users, this should be studied and researched first before providing
exposure to those who use this UAV tool so that its use is clear. Therefore, based on the article by Ying et al.
(2019) safety involving air traffic may occur because it depends on the Automatic Dependent Surveillance-
Broadcast (ADS-B) system used by the aviation department during monitoring by the International Civil Aviation
Organization (ICAO) which points to measure a movement in space. Likewise, as stated in the article by
Romesburg et al. (2021) the use of UAVs exploring the space path area in addition to the existence of Software-
Defined Radio (SDR) because it applies a game system such as a UAV and also a penetration test for the radio
system for the aviation department today, this is important to know in the challenge of widespread use of UAVs
the meaning in this sentence is not clear. In addition to that, according to Tiu and Zolkipli (2021), a significant
challenge is ransomware attacks which are no stranger nowadays because they are an alternative for hackers to
carry out cyber-attacks.

Breaking down the cyber threat in the article by Durfey and Sajal (2022) it is a challenge to cyber security today.
Moreover, it is widely used in various industries and also organizations to facilitate their work, the national
defence department in cooperation with the authorities has taken the initiative in terms of misuse of this UAV
tool. At the same time according to Wang et al. (2020) the most critical challenge is interference with CPS,
especially with the data and information available in the country, the invasion can happen at any time without
notification in detecting the country's cyber threat. We must look at this from all aspects so that the national
communication network is always safe from any national cyber security intruding.
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Figure 2: Cyber-physical system (CPS) diagram

Wang et al. (2020) discussed the integration of embedded systems on UAVs that allow them to be integrated with
cyber processes into the physical UAV itself. Therefore, UAV is a Cyber-Physical System (CPS) which has three
components which are cell level, system level, and system level in addition it is combined with CPS components
as shown in figure 2 which is clear in dealing with any threat cyber-physical.

6 Future Direction

In the future direction, we can observe the widespread use of UAVs due to the many market requests, especially
because they have the latest technological features to facilitate all work or affairs from various industries and
organizations. According to Li et al. (2021), the production of UAV machinery needs to provide features that have
been studied by researchers such as Bispectrum Siamese (BISSIAM) because these features will better guarantee
security in applying network coding on UAV devices so that it is not misused in the future. Heo et al. (2022)
considered the existence of UAVs as a contributor to the IoT today by establishing a block verification network
with network coding widely which can guarantee any threat to UAV user misconduct. While Ma et al. (2022)
stressed that this UAV has been promoted as a tool for providing data replacement services, content caching and
also the implementation of computing tasks through Edge Computing Devices (ECD). With the existence of ECD,
it focuses on algorithms for computing resources optimally in performing tasks, therefore, various workload tasks
can be effectively overcome if applied with the characteristics stated by the researcher.

According to Al-Khafaji and Elwiya (2022), to further improve today's industrial technology such as Artificial
Intelligence (AI) and Machine Learning (ML) is an important thing that must be further improved so that the
country can progress with a sustainable economic position for the country and also the community. Abhishek et
al. (2022) suggested that the spirit of increasing the integrity of UAV users should be fostered so that it is in line
with the rules and laws in the use of UAVs to give more trust to the authorities. Some features must be present in
the creation of UAVs in the future by applying Secure Internet-of-Drones (IoD) because applying Secure IoD is
a low cost for the creation of UAVs in the future as stated by Pu et al. (2022). The most important thing for the
future direction is to provide exposure and understanding to UAV users so that they are more alert to any cyber
threat as stated by Abo Mosali et al. (2022). This is important in providing training or courses to those who apply
its use in facilitating their tasks to industry and also organizations. In addition, Xing et al. (2022) emphasized that
the features of UAVs can help in post-disaster situations, especially when there is a possibility of unexpected
things happening such as no one has a cellular network due to the disaster and it is an alternative that will make it
easier for the organization to carry out tasks such as monitoring. Lastly, deep learning methods, Blockchain and
multifactor authentication methods can also be used and implemented to mitigate several communication attacks
(Ahmad et al., 2020; Khan et al., 2021; Khan et al., 2022; Asim et al., 2022).
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7 Conclusions

In conclusion, it is crucial for users in various industries nowadays to be exposed to and to be aware of using UAV
tools. If necessary, users must have a license and have completed an official authority course before using UAVs.
It is crucial to guarantee cyber security and strengthens the nation's defence against cyber threats by today's
irresponsible actors. Therefore, the NGO side or the legislative body of the ministry of cyber security in Malaysia
always emphasizes the responsibility of the superiors in an organization who need to play a critical role in cyber
security and not just rely entirely on the information and technology (IT) department. At the same time, a strategic
approach must be taken in addition to ensuring that their employees are aware of cyber security through workshops
or courses implemented by the organization.

Therefore, the disclosure that provides ethics and integrity courses to UAV users is very important for the well-
being of various parties especially when it can reduce the risk of cyber threats. In addition, the administration or
human resources in an organization should always emphasize the Professional Development of Cyber Security in
Malaysia, with the help of external agencies in cyber security which has now developed into a new platform to
cultivate information security practitioners and knowledge sharing with leading industry experts and academics
as well as fostering local and international cooperation to intensify the prevention of cyber security threats such
as these UAVs from being misused by certain parties. At the same time fostering information security competence
and specific training in Malaysia and is also the presenter of a line of competence courses from various programs
and professional certifications aimed at meeting the needs of a fast and secure cyber landscape from unwanted
threats. Therefore, the study of this article is expected to give awareness to UAV users to increase understanding
as well as integrity and ethics in using UAV tools to deal with any threats from irresponsible parties in particular.
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