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Abstract

The rapid electrification of road transport has placed battery management systems (BMS) at a critical
interface between operational performance and safety. Lithium-ion batteries (LIBs) used in electric
vehicles (EVs) are susceptible to catastrophic failure modes, particularly thermal runaway,
accompanied by the emission of toxic and flammable gases such as carbon monoxide (CO), hydrogen
fluoride (HF), hydrogen (H»), methane (CH,), and volatile organic compounds (VOCs). The early
detection of these gases through integrated sensing strategies offers an important pathway for
preventing fires, explosions, and loss of life. This review critically examines the convergence of
Internet of Things (loT) technologies with advanced gas-sensing modalities to build intelligent,
proactive BMS architectures. We systematically reviewed the electrochemical mechanisms of gas
generation in lithium-ion cells under abuse and degradation conditions, classified gas sensor
technologies applicable to EV battery packs, including metal oxide semiconductors, electrochemical
sensors, optical sensors, and nanomaterial-based platforms, and analyzed their integration with loT
frameworks, encompassing loT hardware, edge computing, and machine learning algorithms.
Comparative tables synthesize the sensing performance, deployment suitability, and intelligent
processing pipelines of these platforms. Prominent challenges, including sensor cross-sensitivity,
packaging constraints, data latency, cybersecurity, and regulatory gaps, have been identified. This
review concludes by mapping emerging research directions, such as multi-gas sensor fusion, large
language model-assisted diagnostics, digital twin integration, and solid-state battery-compatible
sensing, providing a roadmap for fail-safe, self-aware EV battery systems.

Keywords: Battery management system, Gas sensor, Thermal runaway, Electric vehicle, IoT, Machine
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1. Introduction

The global adoption of EVs has accelerated significantly over the past decade. This growth has
been driven by climate policies, rising battery energy densities, and decreasing manufacturing costs.
By 2023, over 40 million EVs were on the roads worldwide [1]. The national decarbonization targets
project that this figure will exceed 300 million by 2035. All battery electric vehicles depend on
lithium-ion battery packs. These packs must deliver high energy and power densities to be effective.
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They must also meet strict safety requirements under thermal, mechanical, and electrochemical
conditions.

Lithium-ion batteries carry inherent risks owing to their reactive electrolytes and electrode
chemistries. The most serious failure mode is thermal runaway. Internal short circuits, overcharging,
external heating, and mechanical damage can trigger these reactions. Once triggered, a self-sustaining
exothermic reaction produces a fire or an explosion [1,2]. Before thermal runaway, the degrading cells
release specific gases. Carbon monoxide, hydrogen, methane, ethylene, acetylene, dimethyl carbonate
vapor, and hydrogen fluoride can be detected sequentially. Each gas corresponds to a generalized stage
of cell deterioration [3-5]. Together, they form a readable chemical signature of the cell condition.

Conventional BMS designs track the voltage, current, and temperatures. From these, they
estimate the state of charge (SoC) and state of health (SoH) of the battery. The problem is timing. In
large automotive packs, cell-level faults can be electrically invisible at the pack level [6]. By the time
pack-level changes appear, the fault may become irreversible. Gas sensors inside battery enclosures
detect vented gases three to eight minutes earlier, providing a critical warning window between the
initial cell venting event and pack-level thermal runaway propagation. This window precedes any
measurable voltage or temperature shifts [7,8,10]. Three to eight minutes is sufficient time to isolate
the modules or alert the driver.

Raw gas readings alone are insufficient for reliable fault classification. A carbon monoxide
spike from normal aging appears different from that preceding cell venting. The distinction between
these gases requires simultaneous pattern recognition across several gas channels. This is where the
IoT architecture becomes relevant, as shown in Figure 1. Edge processors run convolutional and
recurrent models directly on the vehicles. They classify gas data in real time without cloud round trips
[9]. Cloud latency, often several seconds, is too slow when the event window is minutes wide.

This study addresses this problem. Section 2 covers the electrochemistry of gas generation in
lithium-ion batteries. Section 3 reviews the sensor technologies against automotive deployment
constraints. Section 4 examines loT hardware, communication protocols, and Al inference methods.
Section 5 maps open problems: cross-sensitivity, packaging under vibration and heat, cybersecurity
exposure, and missing standards. Section 6 proposes future research directions. The intended readers
are researchers, BMS engineers, and safety regulators.
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Figure 1. Schematic overview of the [oT-integrated BMS gas monitoring architecture
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2. Electrochemical basis of gas generation in lithium-ion batteries

2.1. Normal operation and solid electrolyte interphase formation

During the early cycles, the electrolyte solvents decompose electrochemically at the anode. The
solvents used are typically ethylene carbonate (EC) and dimethyl carbonate (DMC). This
decomposition forms a protective layer known as the solid electrolyte interphase (SEI). The SEI
allows the passage of lithium ions while blocking further electrolyte degradation. This is essential for
stable, long-term cell operation. The formation of the SEI releases small amounts of gas. CO2, CO,
CHa, C2Ha, and H: are the principal gases produced, as shown in Figure 2 [19,23]. Most of these gases
remain trapped inside the cells during the early cycles. They accumulate and escape under three
conditions: SEI instability, physical cell damage, and temperature increase. Gas generation does not
cease after the initial cycles. The SEI continues to grow and repair itself over hundreds of charge—
discharge cycles. Films are also formed on the cathode surface over time. At high charge rates, Li
plating occurs on the anodes. Each of these processes adds gas to the cells.

2.2. Adverse conditions and pre-thermal-runaway outgassing

Overcharging, over-discharge, external heating, and mechanical deformation significantly
accelerate gas generation. Each abuse condition triggers distinct electrochemical reactions within the
cells. Overcharging pushes the cathode voltage beyond its upper limit. This drives the oxidation of the
electrolyte at the cathode surface. Delithiated transition metal oxides, particularly in NMC and NCA
chemistries, release O2. O: reacts exothermically with organic electrolytes. The products of this
reaction are CO2, CO, and water vapor [16,22]. Thermal abuse follows a temperature-dependent
sequence. Between 80 and 130°C, the SEI decomposition releases CO2 and CO. Above 130°C, the
separator melts, and internal short circuits are formed. These short circuits generate rapid Joule
heating. At 150-180°C, anode-electrolyte reactions produce Hz and hydrocarbons. Beyond 200°C, the
cathode structure collapses and releases O.. O drives the combustion process. Flammable and toxic
gases are then vented at high pressures [2,12,13]. This outgassing sequence has been experimentally
characterized. Researchers have used gas chromatography—mass spectrometry (GC-MS) and ion
chromatography to study this. The data were obtained from controlled thermal runaway experiments
[4-6,8]. Among the gases produced, hydrogen fluoride (HF) is the most hazardous. LiPFs salt
decomposes in the presence of moisture and heat to form HF. Even part-per-million concentrations are
acutely toxic to humans. HF is corrosive to metal and polymer sensor components [6,7]. Therefore, it
threatens both occupant safety and sensor durability.

2.3. Gas signature analysis and its diagnostic value

The gas release kinetics were quantified using commercial 18650 format cells. CO generation
begins 8—15 min before any measurable increase in the cell surface temperature [11]. This early
window is specifically applicable to heating-induced thermal runaway scenarios. H> appeared slightly
later than did CO. Its concentration increased steeply and correlated with the rate of thermal
acceleration. VOC species appear even earlier than CO. Dimethyl carbonate vapor and diethyl
carbonate are detectable at relatively low temperatures [17-18,65]. Their presence indicates electrolyte
evaporation before the thermal abuse threshold is reached. These findings have direct and practical
implications. The chemical signatures preceded the thermal signatures by a few minutes. Therefore,
gas sensing can function as an early warning system in BMS architectures. It detects fault conditions
before the voltage and temperature sensors respond. Table 1 summarizes the key gas species relevant
to EV battery monitoring. Each species is listed alongside its primary generation mechanism, onset
temperature, and target concentration range.
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2.4. Influence of battery chemistry and cell-to-pack architecture on gas evolution and detection

The gas-generation behavior and thermal characteristics of lithium-ion batteries vary
significantly with cell chemistry. High-nickel NMC/NCA batteries generally exhibit higher heat-
release rates, greater oxygen evolution, and faster thermal-runaway propagation than LFP/LMFP
batteries, resulting in more rapid increases in CO, Hz, and VOC concentrations. In contrast,
LFP/LMFP chemistries typically demonstrate lower heat release and improved thermal stability,
although combustible gases are still generated during failure events. The adoption of Cell-to-Pack
(CTP) architectures further influences gas-detection performance by reducing module-level headspace
and altering gas-flow pathways within the battery enclosure. Liquid-cooling channels and pack
geometry can significantly affect gas dispersion, sensor response latency, and local gas accumulation,
making sensor placement a critical design consideration. Consequently, computational fluid dynamics
(CFD)-based optimization of sensor locations is increasingly recommended to ensure reliable and
timely detection of vent gases in modern CTP battery packs.

Table 1. Key gas species generated by lithium-ion battery failure, their sources, onset temperatures,
and detection targets

Gas Species Primary Source Onset Target Health/Safety Limit Reference
Temp. Conc.
°C) Range
(ppm)
Carbon Monoxide | Electrolyte 80-120 50-1000 25 ppm TWA [4,6]
(CO) decomposition, (OSHA)
SEI breakdown
Hydrogen (H») Anode—electrolyte | 100-150 100-10,000 | 4% LFL [5,6]
reaction, (flammable)
overcharge
Hydrogen Fluoride | LiPF6 hydrolysis, | 100-160 1-50 0.5 ppm ceiling [6]
(HF) cathode (NIOSH)
decomposition
Methane (CH.) Electrolyte 130-200 50-5000 5% LFL [8,17]
reduction at anode (flammable)
Ethylene (C2Ha) EC reduction by- 80-130 20-500 Flammable [11]
product (2.7% LFL)
Carbon Dioxide SEI formation, 60-100 500-50,000 | 5000 ppm STEL [17,4,6]
(CO2) carbonate
oxidation
Dimethyl Electrolyte 40-80 10-200 Threshold odor ~4 [24,27]
Carbonate (DMC) | evaporation / ppm
combustion
Acetylene (C:H>) High-temp. 180-250 1-100 Flammable [29,30]
electrolyte (2.5% LFL)
pyrolysis

LFL, lower flammable limit; TWA, time-weighted average; STEL, short-term exposure limit.
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Figure 2. Timeline of gas species evolution relative to temperature increase during lithium-ion battery
thermal runaway.

3. Gas sensor technologies for battery monitoring

3.1. Metal oxide semiconductor sensors

Metal oxide semiconductor (MOS) sensors detect gases by measuring the resistance changes in
metal oxide films. Common materials include SnO-, ZnO, TiO2, WOs, and In20s. The target gases are
adsorbed onto the film surface, where they undergo catalytic oxidation. This alters the electron density
at the grain boundaries of the oxide. Reducing gases donate electrons to n-type oxide surface.
Oxidizing molecules withdraw electrons from the surrounding environment. Both processes shift the
electrical resistance of the sensor [32,33,35,40]. MOS sensors offer several practical advantages. They
can detect CO, H2, and VOCs at sub-ppm levels. They are low-cost, compact, and compatible with
standard microelectronic fabrication processes. These properties make them widely used in gas-
sensing applications [41-42]. However, their direct deployment in BMS environments remains
challenging. MOS sensors respond to multiple gas species, thereby limiting their selectivity. Humidity
interference is a persistent problem. Operating temperatures of 200—400°C require active thermal
management inside the battery pack [34,45-46,48]. Recent advances in materials have addressed some
limitations. Electrospun fiber architectures, core-shell heterostructures, and noble metal surface
functionalization have been utilized. Pd, Pt, and Au dopants improve selectivity and enable room-
temperature operation [43,49,71-74]. Doped SnO: sensors have achieved ppb-level sensitivities to CO
and He. They also exhibited better discrimination against interfering gases such as ethanol vapor.

The integration of MEMS platforms further reduces power consumption. Some nanostructured
MOS-MEMS devices currently operate at the milliwatt level. This power draw makes continuous
onboard monitoring practical [36, 50-51]. MOS sensors remain dominant because of their low cost,
compact size, high sensitivity, ease of integration with MEMS fabrication processes, robustness, and
commercial availability. Although selectivity remains a challenge, recent advances in catalyst doping,
nanostructuring, and sensor-array approaches significantly improve discrimination performance.
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3.2. Electrochemical sensors

Amperometric electrochemical sensors measure the current produced by the working electrode.
The target gas undergoes oxidation or reduction through a thin electrolyte layer. The current output
was proportional to the gas concentration, providing a quantitative linear response. This response was
observed across a wide concentration range. The electrode potential determines which gas species
react, thereby providing inherent selectivity. The sensors operate at ambient temperatures, thereby
removing the thermal management burden of MOS sensors [15]. These properties make them the
standard materials for CO and H: detection in industrial environments. The deployment of BMSs
poses several challenges. Electrolyte drying limits the sensor lifetime during long service periods.
Pressure differentials inside hermetically sealed battery packs affect the readings of the sensors. HF
present in thermal runaway gas mixtures corrodes the sensor components [14,15]. Solid polymer
electrolyte variants can address this drying problem. They achieve service lifetimes of 3—5 years.
Residential and industrial CO detectors have been commercially used. The research prototypes were
tested under simulated battery-pack conditions. Modified PTFE membrane housings allow stable
operation at temperatures of up to 60°C [14,15].

3.3. Optical and photoacoustic sensors

Non-dispersive infrared (NDIR) sensors detect gases by measuring infrared radiation absorption.
Each gas absorbs IR radiation at characteristic wavelengths that are associated with its molecular
vibrational modes. This gives NDIR sensors their inherent selectivity, as each target gas has a unique
IR fingerprint. They do not require consumable electrolytes and resist the measurement drift over time.
The sensitivity reaches ppm to sub-ppm levels for CO, CO2, CHas, and C2Ha [39]. Historically, NDIR
sensors have been large and expensive for BMS integration. Their optical path requirements increase
packaging complexity. Miniaturization is closing this gap. MEMS-fabricated absorption cells and
VCSEL light sources have substantially reduced both their size and cost. Photoacoustic spectroscopy
(PAS) operates based on different physical principles. The modulated laser radiation was absorbed by
the target gas. This generated acoustic pressure waves that were measured using the sensor. PAS
achieves ppb to sub-ppb sensitivity. Laboratory systems successfully detected HF and VOCs in the
battery samples. However, PAS has not yet reached the cost and robustness required for automotive
applications. Tunable diode laser absorption spectroscopy (TDLAS) is between NDIR and PAS in
terms of its practical maturity. It has demonstrated sub-ppm sensitivity to H.S and HF in industrial
applications [39]. Automotive deployment is still in development.

3.4. Nanomaterial-based and emerging sensors

Carbon nanotubes (CNTs) and graphene exploit the high surface area-to-volume ratio of sp2
carbon atoms. Gas molecules adsorbed onto CNT or graphene surfaces produce measurable resistance
changes in the sensor. This occurs at room temperature and does not require heating [37,38].
Therefore, the power consumption is lower than that of MOS sensors. The functionalization of these
materials with metal nanoparticles or polymeric groups improves their selectivity for specific analytes.
The target analytes were Hz, CO, and NO.. CNT arrays analyzed using principal component analysis
(PCA) can simultaneously discriminate between multiple gas species [44]. Metal-organic framework
(MOF) materials offer tunable porosity for selective gas detection. Their host-guest chemistry pre-
concentrates low-molecular-weight gases before measurement. MOF-coated quartz crystal
microbalance (QCM) transducers were used to detect DMC vapor and CO: at concentrations below 10
ppm. Surface acoustic wave (SAW) transducers with MOF coatings show similar performance with
high discrimination between species [31]. MXenes, particularly TisC:Ty, have recently emerged as
sensing platforms at room temperature. They combine high electrical conductivity with chemically
active surface groups to achieve high performance. The demonstrated targets included NHs, CO., and
H- at ppb levels. The large-scale deployment of automotive packs remains in the research stage.
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Polymer-based optical fibers with chemically sensitive cladding represent an emerging technology.
Unlike point sensors, these sensors can detect gases along their entire length. This enables distributed
sensing throughout the entire battery pack. Large-format automotive and stationary storage packs
benefit the most from this method. A single-point sensor may miss localized fault development in
these configurations [25].

Table 2. Comparative performance summary of gas sensor technologies for EV battery management

applications
Sensor Target Sensitivity | Selectivity | Operating | Lifetime | BMS Reference
Type Gases Temp. Suitability
MOS CO, Sub-ppm to | Moderate 150-400°C | 3-5 years | High [14]
(nanostructured) | Ha, ppm (array heater (MEMS
VOC, improves) variants)
CH4
Electrochemical | CO, ppm to | High Ambient 2-5 years | High [15]
(amperometric) | Ha, sub-ppm
HF,
(0))
NDIR optical CO, ppm Very high Ambient >10 Moderate [33,37]
COa, years (size/cost)
CHa,
CyH,4
PAS / TDLAS HF, ppb to sub- | Very high Ambient >10 Low— [34]
VOCs, ppm years Moderate
¢6) (cost)
CNT / graphene | CO, ppb Moderate- | Room Under Emerging [35,36]
Ha, High temp. study
NOZ;
NH3
MOF-based DMC, Sub-ppm to | High Room Under Emerging [36,37]
(QCM/SAW) COa, ppb (tunable) temp. study
vVOC
MXene NH3, ppb Moderate Room Under Early stage | [37]
(2D material) CO,, temp. study
Ha
Optical fiber | Multiple | ppm Moderate Ambient >5 years | High [44,45]
(distributed) (cladding potential
-dep.)

The suitability of BMS reflects its packaging, cost, and environmental robustness for automotive

deployment.
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Based on Figure 3, MOF and electrochemical sensors are identified as the most mature technologies
currently suitable for commercial EV battery packs, while optical, photoacoustic, MOF-based,
MXene-based, and advanced nanomaterial sensors are discussed as emerging technologies that remain
largely at the laboratory or prototype stage.
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Figure 3. Radar charts comparing key performance indicators (sensitivity, selectivity, response time,
operating temperature range, cost index, packaging compactness, and automotive lifetime) of the five
primary sensor technology classes.

4. IoT architectures for intelligent battery gas monitoring

4.1. System architecture and layered framework

The IoT-integrated BMS gas monitoring architecture is divided into four functional layers. The
first is the physical sensing layer. It contains gas sensors, temperature probes, voltage monitors, and
current monitors. Environmental sensors are also included in the battery-pack enclosure. The second
layer is the edge computing layer. Microcontrollers (MCUSs) or system-on-chip (SoC) processors are
co-located with battery packs. They handle real-time signal conditioning and feature extraction. On-
device Al inference also runs in this layer as well. The third is the connectivity layer. The processed
sensor data are transferred to vehicle telematics units and fleet management servers. OEM cloud
platforms also receive data from this layer. Communication is implemented using secure wireless and
wired protocols. The fourth layer is the analytics and response layer. Cloud-hosted ML models run
fleet-level anomaly detections. This layer also handles predictive maintenance scheduling, regulatory
reporting, and firmware updates [52,53]. This architecture follows the established IoT edge-cloud
continuum model. It is specifically adapted to the safety requirements of automotive batteries. Three
constraints drive this adaptation: latency, reliability, and the functional safety of the system. Critical
safety decisions must be made at the edge. An example of this is the triggering of the battery isolation
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contactors. The initiation of a thermal management response is another important factor. Both must
occur within tens of milliseconds of fault detection. However, the cloud round-trip latency is too slow
for these decisions [54].

Noncritical tasks are suitable for cloud-based offloading. Health trend estimation falls into this
category. Fleet-level degradation correlations are also applicable. Separating time-critical and non-
critical tasks in this manner ensures a rapid safety response.

4.2. IoT hardware platforms for on-vehicle gas monitoring

Several commercial IoT platforms are suitable for developing BMS gas-monitoring prototypes.
The ESP32, STM32, and Nordic nRF52 series are widely used in IoT applications. All three offer
integrated analog-to-digital conversion and I2C/SPI sensor interfaces. Wi-Fi and Bluetooth LE
connectivity are built in. Cryptographic accelerators are included within sub-100 mW power
envelopes. Production deployment requires automotive-grade hardware. Prototype platforms do not
meet automotive functional safety standards. The Renesas RH850 and NXP S32K series
microcontrollers were certified to ISO 26262. They provide hardware fault tolerance and ASIL-B/D
compliance. Safety-critical vehicle functions require this level of certification [64]. MEMS sensor dies
can be directly integrated onto BMS circuit boards. Alternatively, they can be housed in modular
nodes attached to the pack ventilation path. The placement within the pack significantly affected
response time. The sensors near the electrolyte vent ports responded the fastest to cell-level
outgassing. They are closest to the gas source at the individual cell group level. Sensors in the pack
headspace detect module-level gas accumulation earlier. Each placement strategy captures a different
stage of fault progression [9,11]. Effective monitoring systems utilize both types of data.

4.3. Machine Learning Approaches for Gas Data Analysis

A simple threshold comparison is insufficient for multi-gas and multi-sensor data streams. IoT
BMS monitoring systems generate complex overlapping signals from several sources. Therefore, more
sophisticated analytical methods are required. Several machine learning approaches have been applied
in this area. Classical supervised methods include support vector machines, random forests, and
gradient boosting. Unsupervised anomaly detection uses autoencoders and the isolation forest
algorithm. Deep learning options include long short-term memory (LSTM) networks and transformer-
based architectures [55,56,57]. CNNs have been applied to the time-frequency representations of
multi-gas sensor array signals. Laboratory studies have reported 97-99% accuracy in distinguishing
battery fault events from background noise. LSTM networks were trained on sequences of CO, Ha,
CO:, and temperatures. The training data were obtained from controlled thermal runaway induction
experiments conducted in this study. These models predicted the thermal runaway onset 6—12 min in
advance. They achieved high sensitivity with low false-alarm rates [58]. The XGBoost models also
exhibited strong performance in thermal state estimation. They were applied to the normalized heat
release rate data from the battery packs. The gas proxy variables were used as model inputs. The
predictive accuracy reached R? > 0.94 [26,44]. Labeled fault data from actual vehicles are scarce.
Transfer learning directly addresses this limitation. Models pretrained on synthetic or laboratory
datasets are fine-tuned on small-field datasets. This approach is applicable to different battery
chemistries and packaging configurations. Federated learning offers additional practical advantages.
The models are trained and distributed across the vehicle fleets. The raw sensor data never leave the
individual vehicles. Fleet-scale model improvement occurs without centralizing the sensitive data.
This approach satisfies data sovereignty requirements across different regulatory jurisdictions. Multi-
sensor fusion combining gas, temperature, voltage, current, and pressure measurements significantly
improves the accuracy of early battery fault detection and reduces false alarms. Real-time fault
classification in EV battery packs requires low-latency machine-learning models capable of operating
within the computational constraints of automotive embedded hardware. Lightweight algorithms such
as Random Forests, XGBoost, SVMs, and compact CNNs are generally more suitable for onboard

- . - Journal of Applied Science
e-ISSN: 2289-7771 JA@E

234



Journal of Applied Science & Process Engineering
Vol. 13, No. 2, 2026

BMS deployment than computationally intensive deep-learning architectures. Model compression
techniques, including pruning, quantization, and knowledge distillation, enable efficient edge-Al
implementation while maintaining acceptable diagnostic performance. Future EV battery monitoring
systems should prioritize robust sensor fusion, low-latency edge inference, and safety-compliant real-
time decision making to ensure reliable thermal-runaway early warning.

4.4. Communication Protocols and Cybersecurity

In-vehicle communication between the BMS nodes and vehicle ECU uses standard automotive
protocols. The primary options are the CAN bus (ISO 11898), CAN-FD, and Automotive Ethernet
(100BASE-T1). Protocol selection depends on the data bandwidth requirements. The gas sensor
sampling rates typically range from 1-10 Hz. CAN-FD handles this data rate easily.

Vehicles with external connectivity require additional communication interfaces. Cellular links
using 4G LTE or 5G connect the BMS telematics unit to OEM cloud platforms. Wi-Fi provides an
alternative when cellular coverage is not available. Both interfaces use TLS 1.3-encrypted channels for
data transmission [54]. Cybersecurity is an underappreciated aspect of IoT BMS design and
implementation. A compromised BMS can mask genuine fault conditions. Spoofed sensor data can
suppress alerts during thermal events. Both scenarios pose direct safety risks to the vehicle occupants.

Two standards govern the cybersecurity requirements for connected vehicle systems: ISO/SAE
21434 mandates threat and risk assessments throughout the vehicle development life cycle. The
UNECE WP.29 Regulation 155 requires secure boot and intrusion detection capabilities [64]. IoT
BMS implementations must satisfy both of these requirements. Four security measures are required.
The hardware root of trust prevents unauthorized firmware modification. Authenticated sensor data
streams block the spoofed readings from the source. Network-layer anomaly detection identifies
unusual communication patterns. Together, these defend against both remote attacks and physical
tampering.

IoT-enabled battery monitoring systems are vulnerable to cybersecurity threats such as sensor
spoofing, false-data injection, firmware tampering, and communication-bus attacks. These attacks can
manipulate gas sensor readings, disrupt fault diagnosis, and compromise battery safety decisions.
Unauthorized OTA updates and malicious firmware modifications may disable critical safety
functions or alter detection thresholds. Security measures including secure boot, encryption,
authentication protocols, and hardware-rooted trust mechanisms are essential to protect system
integrity. Additionally, anomaly-detection algorithms can identify suspicious sensor behavior and
communication patterns, improving the resilience of connected battery management systems.

Table 3. Summary of AI/ML methods applied to gas-based BMS fault detection and prediction

ML Method Input Data Output Reported Reference
Performance
XGBoost regression | Multi-gas  array  + | NHR / SoH | R?=0.94-0.97 [44,26]
temp. prediction

LSTM (deep RNN) | Temporal CO, Hj, | Thermal runaway | 6-12 min advance | [56,58]

CO,, T onset time warning
CNN on | Multi-gas time- | Fault classification | 97-99% accuracy [55,44]
spectrograms frequency (6 classes)
Autoencoder Normal operation | Anomaly score / | AUC>0.95 (lab) [55]
(unsupervised) baseline fault flag
Random Forest Gas + V, I, T features SoH classification | 91% accuracy [58,59]
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(5 bands)
SVM with RBF | MOS array (6 sensors) | Gas type | 94% (6-gas panel) [44]
kernel discrimination
Transformer Multi-modal BMS | Multi-fault Emerging; <95% | [57]
(attention) signals prognosis reported
Federated learning Distributed fleet data Fleet-level model | Active research area [52,53]
update

Data compiled from the referenced literature. NHR, normalized heat release rate; AUC, area under the
ROC curve.
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Figure 4. Block diagram of the ML inference pipeline for on-edge gas-fault detection.

5. Challenges

5.1. Cross-sensitivity and sensor selectivity

The electrochemical environment inside a battery pack is chemically complex. It also changes
over time as cells age and cycle through the cell cycle. Humidity, ambient CO., electrolyte vapor, and
polymer off-gassing are always present in the environment of the cell. These background species
interfere with the detection of the target gases. Sensors must reliably discriminate between target gases
and this interferent matrix. MOS sensors face significant challenges in terms of selectivity. Their
response profiles are broad and overlap with those of multiple gas species. Therefore, single-sensor
interpretation is unreliable in such environments. Multisensor arrays combined with pattern
recognition algorithms can reduce this problem. However, arrays increase system complexity, power
consumption, and calibration burden [14,33,34]. HF detection presents a different set of challenges.
HF is highly reactive and does not travel far from its source. It is consumed on packaging surfaces
before reaching the sensor. It also degrades the sensing elements via corrosive attacks. All components
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of the gas sampling path were affected. Adhesives, seals, and PCB conformal coatings must be
compatible with HF. Therefore, material selection across the entire sampling path is nontrivial.
However, testing under realistic battery-pack conditions remains limited. Few published studies have
exposed sensors to combined humidity, electrolyte vapor, and HF simultaneously. Background
interferent mixtures in real packs are rarely replicated in laboratory evaluations. This gap leaves the
sensor performance under true operating conditions poorly characterized [14,33,34].

5.2. Packaging, thermal management, and environmental constraints

The physical environment inside an automotive battery pack is hostile to sensitive sensors, such
as temperature sensors. The operating temperatures range from —40°C to +85°C for automotive
applications. Vibration and mechanical shock loads are continuous during vehicle operation. Moisture
and electrolyte vapor enter the enclosure over time. Electromagnetic interference from power
electronics adds stress. The sensor packaging must maintain a calibration stability across the entire
temperature range. Condensation at low temperatures can trigger false gas readings. Packaging
solutions must prevent this without blocking gas access to the sensing element. Most commercial
MOS and electrochemical sensors have consumer or industrial temperature ratings. These ratings fall
short of automotive AEC-Q100/Q101, ISO 16750 and USCAR-2 requirements. Therefore, a
significant gap exists between laboratory demonstrations and production deployments [64]. Thermal
management systems inside battery packs also affect gas transport. Liquid cooling circuits and phase-
change materials alter airflow patterns within enclosures. The transition from conventional module-
based battery packs to Cell-to-Pack (CTP) architectures introduces additional challenges for gas-
sensor deployment. The removal of intermediate modules reduces enclosure headspace and alters gas-
flow pathways, causing vent gases released from a failing cell to disperse differently throughout the
pack. Furthermore, liquid-cooling systems generate localized airflow patterns and temperature
gradients that can accelerate, redirect, or dilute gas transport before it reaches the sensor.
Consequently, sensor response latency becomes highly dependent on pack geometry, cooling-channel
configuration, vent locations, and sensor placement. A sensor positioned near a natural airflow
pathway may detect fault gases significantly earlier than one located in a stagnant region of the
enclosure. Therefore, Computational Fluid Dynamics (CFD)-based optimization is increasingly
recognized as an essential design tool for predicting gas dispersion behavior, minimizing detection
delays, and determining optimal sensor locations in modern CTP battery systems, thereby improving
the effectiveness of thermal-runaway early-warning strategies.

5.3. Data latency, edge Al limitations, and model reliability

Deep learning models for gas fault detection require large labeled training datasets. These
datasets must cover the entire range of fault conditions in the system. All battery chemistry variations,
pack configurations, and environmental states should be represented. However, assembling such
datasets is practically difficult. Controlled thermal runaway experiments are costly. They can also be
potentially destructive to the test hardware. Field-collected fault data from actual vehicles are scarce.
However, the available data are unevenly distributed across fault severity levels. Models trained on
incomplete datasets generalize poorly to previously unobserved conditions. False alarm rates in
production deployments can become unacceptable [55,57]. Edge inference faces separate hardware
limitations. Automotive microcontrollers have limited computational resources and memory
capacities. A typical production MCU may have only 512 KB of RAM. Large transformer models
with billions of parameters cannot be executed on such hardware. Therefore, model compression
techniques are required. Quantization reduces the numerical precision of model weights. Pruning
removes low-contribution connections from the trained network. Knowledge distillation involves
training a smaller model to replicate the larger model. All three techniques reduced the model size and
inference times. The target was a sub-10 ms inference latency on the automotive hardware. The
classification accuracy must be maintained during the compression process.
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5.4. Regulatory gaps and standardization

Although several international standards address the safety of EV battery systems, the
integration of gas sensing into Battery Management Systems (BMS) remains only partially covered.
Standards such as ISO 6469-1, IEC 62133, and UNECE Regulation No. 100 (R100) primarily focus
on electrical safety, thermal management, insulation integrity, and protection against short circuits and
thermal events [61-63]. However, unlike earlier assumptions, battery-gas monitoring is no longer
entirely absent from regulatory frameworks. Most notably, China's GB 38031-2020, mandatory since
January 2021, requires electric vehicles to provide a thermal-runaway warning at least five minutes
before a hazardous event, making it one of the most influential regulatory drivers for the adoption of
gas-sensing and early-warning technologies in EV battery packs [64,65].

Despite this progress, significant gaps remain regarding the standardization of gas-sensor
performance, sensor placement, calibration procedures, response-time requirements, and functional-
safety classification [62,63,66]. Regulatory approaches also vary across regions. China has established
clear thermal-runaway warning requirements through GB 38031-2020, while the European Union
continues to rely primarily on UNECE R100 and related vehicle safety regulations [64,67]. In the
United States, EV battery safety is governed through a combination of UL standards, SAE guidelines,
and FMVSS requirements, but no dedicated gas-monitoring standard currently exists [68]. Similarly,
the Indian regulatory framework, including ARAI and BIS approval processes, does not yet contain
specific requirements for onboard battery gas sensing despite the rapid growth of EV adoption under
FAME-II and PM e-DRIVE initiatives [69,70].

The absence of globally harmonized requirements creates challenges for OEMs in defining
sensor performance targets, validating system reliability, and demonstrating compliance across
different markets [66,68]. Future regulatory development should focus on harmonizing Chinese,
European, US, and Indian frameworks while establishing standardized requirements for gas-sensor
integration, testing protocols, functional safety, and thermal-runaway early-warning performance [64—
70]. Such harmonization would accelerate commercialization and improve the safety consistency of
next-generation EV battery systems worldwide.
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6. Future research directions

6.1. Multi-gas sensor fusion and holistic BMS integration

Future BMS architectures will integrate multiple sensor modalities into a single framework to
achieve optimal performance. Gas, acoustic emission, strain, temperature, and impedance
spectroscopy data arecombined. Each modality captures a different physical aspect of cell condition.
No single modality can reliably detect all fault types. Bayesian sensor fusion approaches can combine
the evidence from these physical observables. Ensemble ML models offer an alternative approach to
achieve this goal. Both approaches improve the fault detection specificity compared to single-sensor
systems. False alarm rates decrease when multiple independent signals must be agreed upon [58,60].
Standardized data interfaces are required to support this integration process. Current battery
management system (BMS) communication protocols do not accommodate gas-sensor data fields. ISO
15118 governs battery state communication between vehicles and infrastructure. The extensions of
ISO 15118 should include gas sensor data as defined fields. This would enable interoperability across
vehicle platforms, original equipment manufacturers (OEMs), and service ecosystems.

6.2. Large language model and generative Al-assisted diagnostics

Large language models (LLMs) offer new capabilities for the interpretation of BMS faults.
Standard ML models output labels or probability scores. LLMs can generate diagnostic reports in
natural language. These reports can directly guide field technicians through inspection and
remediation steps.

Fine-tuning the relevant data sources could improve the diagnostic accuracy. Battery failure
mode databases, gas chemistry literature, and historical fault records are suitable sources of
information for this purpose. A fine-tuned LLM can simultaneously synthesize evidence from multiple
gas channels. This could then produce chemistry-specific fault interpretations in a plain language.

Retrieval-augmented generation (RAG) further enhances this capability. RAG systems retrieve
relevant technical documentation for inference. They do not rely solely on knowledge encoded during
training. This is important because the cell chemistries and pack configurations vary widely across the
EV fleet. A RAG-based system can adapt its interpretation to the specific chemistry being studied.
Static fine-tuned models cannot perform this task flexibly.

6.3. Digital twin integration for predictive maintenance

Digital twin models can couple multiple physical domains into a single simulation model. The
three components are electrochemical degradation models, gas generation kinetics, and pack-level
computational fluid dynamics (CFD) transport simulations. The combination of these data allows the
gas sensor data to drive quantitative predictions. The remaining useful life (RUL) and thermal
runaway risk probability are selected as the target outputs. Static models are insufficient for this
purpose. The battery condition changes continuously during operation. The digital twin must remain
synchronized with the live sensor telemetry. Kalman and particle filters provide state estimation
mechanisms for this purpose. Both approaches update the internal state of the twin as new sensor data
are received. The result is a probabilistic health monitoring framework. This is more informative than
fixed-threshold alarms [25,54]. This research lies at the intersection of three fields. Electrochemical
modeling provides degradation physics information. Computational fluid dynamics (CFD) handles
gas transport within the pack geometry. Machine learning manages state estimation and pattern
recognition in the sensor streams. No single research group currently covers all three topics with equal
depth or comprehensively. This gap represents an open frontier for future research.
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6.4. Solid-state battery-compatible sensing

Solid-state batteries (SSBs) replace liquid electrolytes with inorganic sulfides, oxides, or
polymer alternatives. This change fundamentally alters the gas-generation signature of battery failure.
Sensor technologies developed for liquid electrolyte cells cannot be directly applied to solid-state
batteries. Sulfide-based solid electrolytes produce H2S when exposed to moisture. This differs from
the CO, HF, and hydrocarbon signatures of conventional lithium-ion batteries. Dendrite growth in
SSBs generates localized resistive heating. This heating may be detectable through acoustic emissions
rather than gas efflux. Some SSB failure modes may not produce gas signals. Current gas-sensing
research has not systematically addressed the failure chemistry of SSBs. The concentration ranges,
temperature profiles, and gas species relevant to SSB faults are poorly characterized [66]. Sensor
materials and packaging suitable for H.S detection in solid-electrolyte environments remain
undeveloped. This is a concrete gap that must be filled before SSBs are mass deployed.

6.5. Self-calibrating and self-healing sensor systems

Automotive gas sensors must maintain their accuracy over long deployment periods. Physical
recalibration in the field is rarely practical. Therefore, sensors must detect and compensate for drift
and contamination. Dual-sensor differential architectures directly address baseline drift. One sensor
remains active and is exposed to the packaging atmosphere. The second sensor is sealed in a reference
gas environment. The difference between their outputs isolates the drift from genuine gas signals. Al-
driven self-calibration offers a complementary approach. Models trained on the baseline gas chemistry
of healthy batteries serve as dynamic references. The battery itself effectively serves as a calibration
standard. This extends the sensor accuracy without requiring a physical intervention [26,53]. Two
further research directions are required to determine the viability of production. Self-healing sensing
materials are in the first category. MOFs with regenerable binding sites can recover their sensitivity
after exposure to contaminants. The second is built-in self-test (BIST) architecture. BIST circuits
verify the functionality of the sensor nodes during normal operation. Both are required before long-
lifetime automotive deployments become reliable.

7. Conclusion

This review examined loT-integrated gas sensing as an emerging technology for EV battery

management. The principal conclusions are as follows.

e (Gas generation is an intrinsic feature of lithium-ion battery degradation. CO, H., HF, CH4, and
VOCs appeared 6—15 min before the temperature increase was detectable. This chemical warning
window precedes any electrical or thermal signals that can be measured by a conventional BMS.

e No single sensor technology meets all the requirements for the deployment of BMS. MOS,
electrochemical, optical, and nanomaterial-based platforms offer different performance profiles.
Multimodal sensor arrays combined with ML-based pattern recognition provide the best balance of
these factors. The sensitivity, selectivity, and false-alarm robustness were improved using this
approach.

e 0T architectures enable capabilities that are unavailable in conventional threshold-based BMS
designs. Edge Al inference supports real-time safety responses in milliseconds. Cloud analytics
supports long-term predictive maintenance across vehicle fleets. Secure connectivity links both
layers without introducing unacceptable latency.

e Several challenges must be addressed before large-scale production can be deployed. The
automotive qualification of gas sensors is incomplete. Calibration stability under harsh pack
environments has not been proven for the entire vehicle lifetime. Labeled training data for fault
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classification are limited. Regulatory standards for BMS gas monitoring are currently unavailable.
Cybersecurity frameworks for connected sensor nodes are still under development.

¢ Five research directions offer the highest near-term returns. Multimodal sensor fusion improves fault
discrimination without adding sensors to the system. LLM-assisted diagnostics translate sensor data
into actionable technician guidance. Digital twin integration converts gas readings into quantitative
RUL predictions. Solid-state battery-compatible sensing addresses a gap that will widen as SSBs
enter the market. Self-calibrating sensor architectures extend the deployment lifetime without
physical intervention.

e The global EV fleet is expected to exceed 300 million vehicles within the next decade. At this scale,
gas-aware BMS technology is no longer optional and is essential. This has become a safety
requirement in the industry. This review maps the existing capabilities, challenges, and promising
research directions. The goal is to provide researchers and engineers with a clear starting point.

Sensor reliability remains the most significant challenge for the commercialization of gas-
sensing-based battery management systems, as sensors must operate accurately under harsh battery-
pack conditions including high temperatures, humidity, vibration, and exposure to corrosive gases.
Long-term sensor drift, material degradation, and cross-sensitivity can compromise the accuracy of
early fault detection and reduce system reliability. Therefore, developing durable, selective, and self-
calibrating sensors capable of maintaining stable performance throughout the vehicle lifetime is
essential for widespread industrial adoption.
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